Professional Information Security Association

MAR-2014

PISA Journal

Ten Years of Mobile Malware
Securing your Network Camera
NTP Reflection & Amplification Attack
Greylisting as a First Line of Defence Against Spam
Enabling Diffie-Hellman Key Exchange in Web Servers

www.pisa.org.hk

Issue

19

Mobile Security
04 Review Ten Years of Mobile Malware

Server and System Security
10 Enabling Diffie-Hellman Key Exchange in Web Servers
16 Securing your Network Camera
28 Greylisting as a First Line of Defence Against Spam

Page 2 of 38

An Organization for Information Security Professionals

Editor: editor@pisa.org.hk

Copyright

 2014

Professional Information Security Association

New Security Attacks
22 NTP Reflection & Amplification attack

Intranet
33 Event Snapshot
37 The Editorial Board
38 Joining PISA

Royalty free images used from www.sxc.hu:
p.04: #152864 by Alen Stojanac of Croatia,
p.10: #962281 by Debbie Schiel of Australia
p.22: #1072643 by Sachin Ghodke of India
p.28: #873927 by Agne Kveselyte of Lithuania
p.32: #334803 by Cynthia Quigley of United States
Page 3 of 38

A Publication of Professional Information Security Association

PISA

Journal

Professional Information Security Association

REVIEW 10 YEARS OF

OBILE
ALWARE

Frankie Wong
Mobile Security SIG

Frankie Wong is working at HKCERT as a Security Analyst
with interest in mobile security. He joined the Mobile
Security SIG in 2013 and had been a speaker in the Android
Security X-Ray Workshop of PISA.
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Year 2014 is the 10-year birthday of the world's first mobile phone malware. 10
years ago, malware developer observed moved from traditional PCs to start a
revolution of the mobile malware. Mobile malware development followed closely
the trend of mobile phone development. They boom like smart devices. They
moved from Symbian and BlackBerry to Android platform.

2004: The First Mobile Malware Born
Back to 2004, Cabir (also known as Caribe), the
world’s first mobile malware, infected Nokia phones
running Symbian Series 60 operating system by
spreading itself via Bluetooth. Symbian OS was a very
popular mobile operating system at that time (Figure
1). Infected phones would search for nearby Bluetooth
devices that support the "Object Push Profile" and
push itself onto them in a .sis file (Symbian installation

file). When the file is opened the malware is installed
on to the system and is activated with every restart of
the phone. Its attack resulted in the word "Caribe"
appearing on the screen of infected phones. Some
variants of Cabir would steal data, such as phonebook
details and infected local files. It acted as a classic
virus and worm.

Figure 1. Cabir mobile worm spreading via Bluetooth on Symbian phones
Image credit: F-Secure
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2005: Infect via MMS channel
CommWarrior, discovered in 2005, ran similar as Cabir, but having an ability to propagate itself using both
Bluetooth and MMS. This mobile worm sent out MMS messages without users' acknowledgment. It infected over
115,000 mobile devices across Europe, Asia and North America. "It illuminated for the first time that a mobile
worm could propagate as quickly as a PC worm" Fortinet said.

2006-2008: The First J2ME Trojan and Premium SMS
The mobile malware moved from Symbian a specific OS to a common platform like Java to allow it spreading
easier. The first J2ME Trojan was Redbrowser which could infect different mobile platforms, including Symbian
and BlackBerry. Unlike the virus mentioned above, Redbrowser attempted to send premium charged SMS from
mobile users. A cash generating mechanism began. (Figure 2)

Figure 2. Premium SMS Fraud

(Image credit: https://blog.lookout.com/blog/2012/10/03/avoid-premium-sms-scams/)
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2009: Birth of the Mobile botnet
A botnet malware, Yxes (anagram of "Sexy") was
discovered by Fortinet in early 2009. It ran as
seemingly legitimate Sexy View application, but it
forwarded user's address book to a central server
(Figure 3). The server would then propagate the
malware via SMS to each of the contacts. This was the
evolution of mobile malware which could selfpropagate and communicate with a remote server. A
mobile botnet was formed.

the mobile phone with a wide range of commands.
Mobile botnets become popular

2011-2012: Android,
malware’s Paradise

the

mobile

In 2011, Android became the biggest platform in
mobile phone market. Of course, Android platform
was also the biggest target of malware authors.
DroidKungFu, uDec, Rootcager, and Plankton are the
example of powerful Android malware. They would
trick mobile user to install the application and try to
take control of the mobile phone. Their attacks
included exploiting "root" privilege, drive-bydownload infection, aggressive adware, changing the
homepage of mobile browser, adding new shortcuts
and bookmarks to the mobile phone.

2013: The First Mobile Ransomware

Figure 3. Mobile botnet.
(Image credit: http://www.oneclickroot.com/android-security/
massive-android-botnet-discovered-in-china-could-it-attack-younext/)

Cybercriminals came up with FakeDefend, which is
the first ransomware for Android mobile phones. It
disguised as an antivirus, locked the phone and
required the victim to pay a ransom in order to retrieve
the contents of the device. (Figure 4). Paying the

2010: Mobile Banking Trojan and the
First Android malware
Zitmo (Zeus in Mobile) was identified in 2010, that
was derived from PC malware Zeus, which is a highly
virulent banking Trojan. Zitmo could intercept the
verification SMS sent by banks to customers during
online banking transactions.
In the same year, malware started to attack the Android
platform. Geinimi was one of the first malware which
was targeting the Android platform. It could
communicate with a remote server and take control of
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Figure 4. Mobile ransomware
(Image credit: http://news.thehackernews.com/mohit/
Android_Malware_Engine_Mohit_Kumar_Hacker.pdf)
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ransom could not help to repair the phone. To restore
the phone functionality, it must be reset to factory
settings.
Besides, a cross-platform mobile malware, Claco, was
first discovered in the same year. An infected Android
device infected a Windows-based PC, when they are
connected via a USB cable. "USB AutoRun Attack"
was conducted on the AutoRun-enabled Windows
platform.

Early 2014: Mobile malware employing TOR
A Malware for the Android mobile platform
employing the TOR anonymity network was found in
early 2014. TOR, short for The Onion Router, is
developed to offer anonymous when browsing the
Internet with encrypted traffic between a user and a
website. The development of TOR is previously only
seen on Windows. Now, the software TOR client was

embedded in Android malware, which can
communicate with a TOR-enabled website (the URL
ends with ".onion") as a C2 server (Command-andControl server). TOR-enabled websites are difficult to
trace, as the network masks the true server. This makes
impossible to shut down the TOR-enabled C2 server
(Figure 5.)

Conclusion
Reviewing the past 10 years of mobile malware
development, we can see that the mobile threats had
changed dramatically. The cybercriminal are trying
different ways to gain the personal information from
mobile phones and conduct attacks to make money.
A high penetration rate of mobile devices drives
malware authors to mobile platform. Obviously the
trend of mobile malware will continue to increase.
Premium SMS, Mobile Botnet, Bank Trojan may
continuous appear in the near future. Cross-infection

Figure 5. Mobile malware employing TOR
(Image credit: https://blog.gdatasoftware.com/blog/article/botnet-command-server-hidden-in-tor.html)
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between mobile devices and PCs may extend to more platforms. In addition to the mobile phones and tablets,
new mobile devices such as Smart Watch, Smart Glasses, which contain sensors and camera, may be exploited or
be infected via NFC or Bluetooth communication channel.
The above are my prediction on the mobile security threats. Although the threats may become true in the near
future, your mobile devices can still be safe from malware, by simply keeping good practices:
1. Download Apps from the official store
2. Review if the requested permissions of Apps are unreasonable
3. Do NOT try to "Jailbreak" or "root" the devices. That will take away the protection mechanisms coming with
your mobile phone.
4. Keep the mobile OS and Apps up-to-date with patches
Frankie Wong ■
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SSL/TLS communication provides authentication and encryption. However,
the foundation of SSL/TLS is based on the security strength of the key
exchange. This article explains how Diffie-Hellman key exchange plays a
role in securing the SSL/TLS communication.

Don’t take SSL security for granted
SSL/TLS encrypted communication is the standard way to
secure network communications nowadays. It is commonly
used in securing website traffic for transferring sensitive
information such as login information and financial
transactions. People have a perception that traffic encrypted
by SSL/TLS is secure when there is no browser warning
about invalid certificate. No one could see the content inside
the encrypted traffic except the server and client at each end.
There is an assumption that the trusted root certificates
installed in users’ machines are not compromised and the OS
vendor and browser vendor may help to maintain the trust on
the root certificates.

handshake during a common browser and web server
communication.
1.

Client sends a SSL/TLS request to server with
acceptable ciphers, SSL/TLS version number and
other information.

2.

Server sends back a preferred cipher out of the client
acceptable ciphers and server public certificate.

3.

Client validates the server public certificate by using
the root certificates in the client’s certificate store. If
the server public certificate cannot be validated with
the root certificates in the store, the client application
will issue a warning to the user and let the user to
decide if the network communication should continue.
Client will generate a random pre-master secret key
and encrypt it with the server public certificate and
send it back to server.

4.

The server decrypts the encrypted pre-master key by
using its private key and tells client the handshake
completes.

5.

The server and client use the pre-master secret key to
generate a session key to encrypt the coming traffic by
using chosen cipher and the session key.

When both the server side and client side are secure, can we
guarantee no one could see the information in the encrypted
traffic for a very long time?
To answer this question, let’s look at how SSL/TLS works in
brief. The SSL/TLS traffic is perceived to be secure because
of traffic encryption. SSL/TLS uses symmetric ciphers for
traffic encryption. Symmetric ciphers require a shared secret
key between the server and client. SSL/TLS is secure
because of proven ciphers and strong shared secret key and
only server and client know the shared secret key. Because
the cipher used in encryption is known for the public during
clear-text cipher negotiation, the shared secret key becomes
critical in protection of the information in the encrypted
traffic. The following is the simplified version of SSL/TLS
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Because the session key depends on the pre-master key, so
pre-master is critical. The pre-master is generated in client
and keeps in memory. The pre-master and session key will be
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disposed after the end of SSL session. So it is reasonable

secure in client side. The encrypted pre-master key is
sent to server via public network. So it could be
captured by hackers in the public network. If hackers
could have server private key, the SSL session key
could be generated and hence the information during
the SSL session could be decrypted by hackers.

Security risks due to private key
exposure
How can hackers get the server private key? There are
several ways. The web server is hacked so the hacker
could get the server private key. The server system

administrator’s machine is hacked and the private key
could be backed up in his/her machine, so the hacker
could get the server private key. After the server
certificate expires, a new server certificate with
different private key is applied. The old server
certificate could be disposed in an insecure way. So
hackers could get the server private key. When the
server administrator leaves the company, he/she could
take a backup copy of the server private key. So the
server administrator could be the hacker. The
government agent could force the server administrator
to surrender the server private key by a court warrant.
So in this case the hacker could be government agent.
So there are quite a lot of ways that the server private

Figure 1. Inputting Private Keys in Wireshark to decrypt encrypted communication
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Figure 2. DH key exchange
(credit: http://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange)

key could be leaked to hackers and the hackers could
decrypt the SSL/TLS encrypted information.

their customers if secure key management is not
practiced.

By inputting the server private key in Wireshark
(Figure 1), the encrypted traffic could be decrypted.
So the perceived security in SSL/TLS may not be as
secure as you think. The server private key is critical in
protection of SSL/TLS traffic. Even if the server
certificate expires, the server private key should be
disposed securely. Exposing the server private key
could pose a risk of past encrypted information to
be decrypted and some sensitive information such as
login name and password could be exposed. Currently
most banks in Hong Kong use RSA key exchange
described in step 3 and step 4. It could pose a risk to
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Diffie-Hellman Key Exchange: a
solution to protect private key exchange
Is there any way that we can do to minimize the impact
of server private key compromise for past traffic
decryption? Yes, we can use Diffie-Hellman key
exchange to replace the RSA key exchange. First here
is how Diffie-Hellman key exchange works.
Server generates a random and long secret number,
only known to the server, and number p and g. It
calculates A which is ga mod p. Then the server sends
p,g and A to client in public. The client sends back B
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which is gb mod p in public. After that, server could
calculate the pre-master key by Ba mod p and client
could calculate the pre-master key by Ab mod p. There
is no clear-text or encrypted pre-master key transferred
in public network. (Figure 2)
Here is how Diffie-Hellman key exchange works in a
simplified version of SSL/TLS handshake.
1.

2.

3.

Client sends a SSL/TLS request to server with
acceptable ciphers, SSL/TLS version number
and other information.
Server sends back a preferred cipher with DHE
key exchange out of the client acceptable
ciphers and server public certificate, p, g, A and
a signature encrypted with server private key.
Client validates the server public certificate by
using the root certificate in the client certificate
store. If the server public certificate is not valid,

4.

client application will issue a warning to the
user. Client gets p, g and A and validate the
signature by using the server public certificate to
prevent man-in-the-middle attack. Client sends
B to server. Client can calculate pre-master key.
The server gets B and calculates the pre-master
key. In Diffie-Hellman key exchange, there is
no key transmitted in the public network.
Even a hacker gets the server private key after
the communication starts, he/she could not
decrypt the traffic. Diffie–Hellman key
exchange trivially achieves “perfect forward
secrecy” because no long-term private keying
material exists to be disclosed.

There is a price to pay when using DH key exchange in
SSL/TLS. DH key exchange uses more CPU resource
than RSA key exchange. It may not be suitable for a
very busy website. Diffie-Hellman key exchange with

Edward Snowden: “Encryption is the answer to NSA surveillance”
(image credit: http://www.digitaltrends.com/web/edward-snowden-sxsw-2014-speech-live/)

Page 14 of 38

An Organization for Information Security Professionals

MAR-2014

Issue

19

elliptic curves, ECDHE, could be a better choice. ECDHE uses less CPU
resource than DHE does. For a very sensitive website such as an online
banking website, enabling DHE or ECDHE could further protect its
customers. The price should be worth paying. Google, Facebook and Yahoo
are using ECDHE for better protection of their customers. ECDHE should be
the right choice for key exchange in secure web server.
After Edward Snowden disclosure’s of NSA snooping, it is believed that a lot
of government agencies are spying on the network communications. DiffieHellman key exchange used in SSL/TLS could defeat the spying activities to
protect the secrecy and privacy of citizen information. It’s time to consider
deploying Diffie-Hellman key exchange in your secure web server!

George Chung ■
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Nowadays, many people watch what is happening in
their homes -- their possessions, helpers, children or
pets -- even when they are away from home. This
should thank to the technology advancement of
Internet services and mobile computing in recent years.
Basically, from your desktop, notebook or mobile
phone, you can watch the current situation of your
home through a network camera (or “IP cam”) or
watch previously recorded images or videos from your
storage (e.g. removable media or network attached
storage), simply by typing in the address of your
network camera.

However, how many of you know it is also possible for
other strangers to access your network camera if it is
not protected? In Hong Kong, there was a Chinese
news article last year about how a network camera may
easily become a peeping device. Anyone going online
can see what your family is doing and where your
valuables are located if you have opened the "door" to
and provided a house-warming for them. It will be
even worse if the network camera is installed near
washroom or bedroom!
The security issues of network cameras are rarely
highlighted in the details provided to home users as the
manufacturers or distributors have to make their
products user friendly and affordable. If you own
network cameras and concern about privacy or
security, you should look for the situations and
measures discussed in the following four sections.

Before Buying

For Wireless connection, you should consider stronger
encryption, e.g. WPA2–PSK(AES) which stands for
“Wi-Fi Protected Access II - Pre-Shared Key
(Advanced Encryption Standard)”.

2. Refine the Budget
According to your requirements, you may need to
increase your budget for the selected model with
expected features or keep your budget and find other
brands to meet your requirements. Or you may
consider other suggestions in this article if the budget
remains unchanged.

3. Read the Manual
Key functions and features are easily found in the
advertisements or written on the boxes. However, the
security details or procedures may only be provided in
the user or operational manual, or the website. Check
whether the configuration options and limitations meet
your expectations.

4. Review the Firmware

1. Define the Requirement
Usually the older or entry-level models may only offer
basic or simple security features (e.g. password
protection). You should choose the latest or advanced
models with better protection, such as Hypertext
Transfer Protocol Secure (HTTPS) / Secure Sockets
Layer (SSL) for encrypted Internet connection (Fig. 1).
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Fig. 1: Change to HTTPS for Internet

Even if the model is current version on the market, you
also have to check whether there are any recent
firmware updates in the website, and how frequently
updates are released. If no update is provided by the
manufacturer, it may increase the security risk. Some
manufacturers may provide no updates but advise you
to replace obsolete models which have discontinued
support.
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Before Installing
1. Secure the Location
After you have purchased the network camera, install it
in a location where it is secure and under your control,
and with privacy compliance. Do not install it in a
location where it can be easily turned off or blocked by
your children or helper or where you may have privacy
issues (e.g. near or inside a washroom and bedroom).
Fig 3a: HTTPS by Self-signed or CA certificate.
2. Secure the Wireless
If you will use the wireless network camera or devices
to view the current situation or record information, you
should turn on stronger encryption, e.g. WPA2-PSK
(Fig. 2) for the wireless transmission between the
network camera, computer, mobile device, access
point and router to secure all the wireless devices in
your network before using.

Fig 3b: Generate RSA with longer 2048-bit key size.

4. Secure the Internet (Port)

Fig. 2: Change to WPA2-PSK (AES) for Wireless

The port enabled for auto port forwarding or Universal
Plug and Play (UPnP) is usually port 80 (Fig. 4) or 443
for the network camera and broadband router.
Changing the default port to a custom port (which is
not a common port) will reduce the chance of being
found by external network scanning.

3. Secure the Internet (Address)
Since you will usually allow the network camera to be
accessed from the Internet, turning on HTTPS
encryption using the self-signed certificate or even the
Certificate Signing Request (CSR) to apply the server
certificate with the Certificate Authority (CA) from
latest or advanced model can be more secured (Fig. 3a
& 3b).

Fig. 4: Port for local or Internet Connection.

5. Secure the Internet (Access)
If you want to further reduce the chance of the camera
being found from the Internet, you may consider using
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a Virtual Private Network (VPN) for remote access.
Although VPN functionality is seldom found on the
network cameras, you may be able to use the VPN
from the broadband router (e.g. built-in or DD-WRT
firmware) or network attached storage (NAS). Avoid
using the cryptographically broken Point-to-Point
Tunneling Protocol (PPTP). Use better security and
control features of Transport Layer Security (TLS)
v1.0, v1.1 or v1.2 (e.g. OpenVPN with OpenSSL).
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capital letters, numbers and symbols) and different
from common passwords or personal accounts and
devices.

Fig. 6: Default user name and password from manual.
After that, you can disable the UPnP function on the
network camera which opens multiple port(s) to the
Internet (Fig. 5a and 5b).

Fig. 5a: Open IPv4’s port to Internet

2. Create the Account
If the network camera will be used by more than one
person or device, it would be better to create different
user accounts for different purposes. For example, one
is from your smart phone app, second one is from your
tablet app and third one is from your family’s smart
phone app but is not recommend from your office
which has not designed to secure your traffic.

3. Enable the Password

Fig. 5b: Open IPv6’s port to Internet

Some network cameras allow viewing by anonymous
or guest account without password. This feature must
be disabled and the camera forced to authenticate with
authorized accounts only, if you want protect against
others directly viewing your camera after locating your
IP address and port in the Internet or on the “same”
network.

Before Using

4. Update the Firmware

1. Change the Default
If the administrator account of network camera can be
changed, rename the default privileged account to
another name which is easy to remember but difficult
to guess. More importantly, change the default
password which can usually be found from the
manufacturer’s website (Fig. 6) to something that is
strong and unique (e.g. a combination of small and
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Although you may have checked
the firmware before buying the
new network camera, you may
forget to update after so much
previous configuration and the
shipped firmware may not be the
latest version. (Fig. 7)
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6. Secure the Mobile
The password protection for your smart phone or
mobile device is much more important than that for
your app or program. In fact, the password should be
enabled to protect your mobile as a first line of
defense, instead of enabled for the app only.

Fig.7 Check the installed firmware against the
website

Before Ending
1. Disconnect the Camera

5. Secure the App
Although you can download and install many apps to
your smartphone or tablet, please be reminded to
choose Apps from a trusted app store by the original
manufacturer or a popular paid app (Fig. 8) which
have resources to release new versions in order to fix
the security issues, program bugs and support more
camera models.

When you do not need to use the network camera, turn
it off to reduce the exposure in your network or to the
Internet. You would not normally keep your door
open after you have entered or left your home.

2. Review the Log
After you have started to use the camera, review the
logs periodically looking for unusual accesses which
are different from your normal usage, such as access
from your tablet’s account when your tablet was
powered off for charging.

3. Review the Firmware
Fig. 8: Support SSL function (e.g. IP Cam Viewer
Pro)
Updates can be performed easily and even
automatically as with other apps on your mobile
devices. Since these apps can also enable password
protection during startup, you may also consider
using it for an additional layer of security.
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Reviewing the firmware update of network camera
again periodically from the manufacturer’s website is
recommended, as it is rarely notified compared app
update. As previously mentioned, you may need to
decide whether you need to use other measures in this
article, or purchase a later model, if the firmware is no
longer being updated with security patches.
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Conclusion
Because the security issues of network cameras and especially
network devices for home usage are usually neglected or
difficult to understand, this article is aimed at increasing the
awareness for home users that they should secure for their
“home” from different points of view.

Wallace Wong ■
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The highest Distributed Denial of Service (DDoS) attack bandwidth was about
300Gbps attack in 2013. In Feb 2014, this record was broken by a 400Gbps
attack. Both were caused by reflective and amplification type of DDoS attack. In
this article we discuss the nature of amplification attack, taking that of NTP as

What is the difference between 300Gbps and
400Gbps?
In March 2013, Spamhaus (non-profit anti-spam
organization) suffered a large DDoS attack. The attack
sources were from a botnet of compromised servers, or
misconfigured domain name service (DNS) resolvers.
Misconfigured DNS server was an old problem. Back
in year 2009 it was described in the PISA Journal No. 9
& 10 by Warren Kwok, our Program Committee
member. Warren illustrated quite a lot of name server
hardening and countermeasures on that problem. But

still the most important one is to stop the open
recursion of DNS servers. To have a quick test on your
name server, please go to Open Resolver Project
website, http://openresolverproject.org.

How DNS Reflection attack works?
DNS Amplification attack works by the principle that a
DNS response is larger than the query (See Figure 1).
The following DNS query command can generate the
result in Figure 2.

Figure 1. How does a DNS Reflection attack work?
(image credit: CloudFlare)
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Server# dig ANY isc.org @<<IP Address of name server>>

;; Query time: 20 msec
;; SERVER: x.x.x.x#53(x.x.x.x)

Figure 2. Result of the query dig ANY isc.org @<<IP Address of name server>>
;; WHEN: Sat Mar 22 20:27:30 2014
;; MSG SIZE rcvd: 3109

A query of 64 bytes generates a response of 3109 bytes, that is, 50 times amplification.
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How NTP Reflection attack works?
Almost the same as DNS reflection attack, Network Time Protocol (NTP) is a UDP-based protocol
which allows attackers to spoof the source IP address. Attackers can make use of the command called
monlist (or MON_GETLIST) to an open NTP server. This command is for monitoring purpose and
able to return the IP addresses of up to the last 600 previously querying machines (Figure 3).
To check whether it is an open NTP server, you can execute the following command:server@ ~> ntpdc -n -c monlist x.x.x.x
remote address
port local address
count m ver rstr avgint lstint
===============================================================================
192.168.1.1
32478 192.168.1.197
17 7 2
0
7939
0
137.189.4.10
123 192.168.1.197
534 4 4
0
1024
569
216.171.120.36
123 192.168.1.197
440 4 4
0
1221
743
103.5.12.41
123 192.168.1.197
524 4 4
0
1092
813

To perform a quick test on whether there is any open NTP server inside your network, the network administrator
can navigate to the following URL
●

●

For general, http://www.openntpproject.org/
For Internet service provider or AS owner, http://openntpproject.org/searchby-asn.cgi?search_asn=<<as num>>

Figure 3. How does a NTP Reflection attack work?
(Image credit: CloudFlare)
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Unfortunately, it is hard for the network administrator to test one by one. So I had written a shell script for AS
owner to perform the checking under Linux environment (Figure 4).

Figure 4. OpenNTP Search Results

The Shell script can be downloaded in https://github.com/ericfkm/ASntpCheck. Network administrator only
needs to input the AS number and execute below:
server# ./ntpcheckpisa.sh <<as number>>

Say

for

example

server # ./ntpcheckpisa.sh 23881

If the network contains an open NTP server, the shell script will run the monlist command and check if the
NTP server is filtered or not.
During the study of OpenNTP, we also notice that Cisco System, Juniper System and VMWare of ESXI Kernel
4.0 will become OpenNTP server once the NTP is activated. System Administrator is recommended to configure
an access control list to filter the NTP traffic or upgrade the VMWare ESXi version.

Eric Fan ■
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This article presents an overview of Greylisting, an intuitive
solution that can be implemented at the SMTP email server to
discriminate spam and non-spamming emails sent from malware
infected PCs without the need to have previous knowledge of the
sender’s mail server or domain.

Principle of Greylisting
Unlike legitimate mail servers, the
majority of malware spamming hosts do
not queue and re-send emails. With
greylisting, emails on a first attempt will be
rejected with a temporary 4XY error code
such as “451”. At the same time, the mail
receiver captures the IP address, the sender
and recipient email addresses, collectively
named as “triplet”, and put it in a
“greylisted” database. Shortly afterward, if
a legitimate mail server re-sends, the email
will be accepted based on the same triplet.
The triplet will also be transferred to a
“whitelisted” database for up to a month.
Contrarily, if no retry is initiated in the next
few days, the greylisted triplet will be
deleted. The cleaning of the greylisted and
whitelisted databases prevents the
unlimited growth of triplets which would
otherwise consume all the available
resources. The operating principle of
greylisting is drawn in Figure 1.

Figure 1. Greylisting in action
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Figure 2 shows the process of rejecting a new email in SMTP handshake phases. Figure 3 illustrates that a
greylisted triplet is accepted after an elapsed time of six minutes.

Figure 2. Greylisting rejected email in SMTP
phases

Figure 3. Greylisted triplet accepted after 6 min.
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Will spammers by-pass greylisting?
Suppose if spammers change their codes to add storeand-retry capability, greylisting will no longer be
effective. If spammers adopted such approach, the time
taken for delivering spam will be longer with the
consequences of IP addresses added to blacklists or
spam signatures recognized by content filtering
systems. On balance, I believe there is not much
incentive for spammers to retry when they have a huge
list of recipient addresses. After all, spammers are not
network engineers. They only care about quantity and
not quality of delivery.

Pros and cons of greylisting
Greylisting simply verifies senders’ retry capability so
it cannot be used as a total anti-spam solution.
However, it can be used to complement existing
defence strategy by reducing the scanning workload of
anti-spam engines.
Greylisting causes email delays from several minutes
up to an hour depending on when the sending sides
initiate the re-transmission. Living with a busy life, I
do not object to email delay. The truth is people can not
afford to read emails once arrived in their mailboxes.
In mobile apps, the synchronisation to retrieve new
emails takes place several times an hour. As such, I
consider greylisting delay has insignificant impacts to
our daily communications or productivity. In my
opinion, I can accept an hour email delay in exchange
for less spam.
There are small percentages of misconfigured mail
servers that fail to recognize 4XY codes and retransmit. In that case, greylisting is terribly
misunderstood as the root cause of the failure.
According to RFC 2821 on Simple Mail Transfer
Protocol, sending sides shall retry delivery when
encountering temporary failure. It is unrealistic to
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abandon greylisting just to cater for mail exchange
with misconfigured servers.

Other additional skill
harnessing greylisting

sets

in

Some large corporations use multiple sending servers
for load balancing and resilience. If the retry is
initiated by a different server, a new triplet with a new
IP address is created. This process repeats until all the
IP addresses are greylisted which results in longer
delay. Hopefully, modern greylisting software today
can release any IP addresses to get through if they are
within the same /24 subnet of the triplet. As for IPv6, a
basic subnet is assigned with a /64 prefix so releasing
addresses on the same /64 network seems logical.
However, due to limited experience of deploying IPv6
greylisting, the effectiveness of such approach remains
to be seen.
In the receiving side, when multiple mail receivers are
deployed, in a worst case scenario, the greylisting
delay will be multiplied by the number of servers.
Greylisting software has been designed to overcome
such
undesirable
situation
by
performing
synchronisation of greylisted and whitelisted databases
between mail servers. Each time, a triplet is added or
deleted; the information will be propagated to peering
mail servers. If one peering mail server is down, new
entries will be stored and there is no worry of losing
synchronised records when the mail server resumes
normal.
In a corporate environment, emails from business
partners and overseas headquarters should never be
delayed. In addition, emails sent to the chief executive
officer, board of directors, finance department and
customer service staff shall also be dealt with as soon
as possible. Greylisting software can provide
permanent whitelisting as a work around solution to

A Publication of Professional Information Security Association

PISA

Journal

Professional Information Security Association

Greylisting as a First Line of Defence Against Spam

these situations. The whitelist can be set up based on domain names, IP
addresses, subnets, internal and external user accounts and other
combinations based on regular expressions.

Conclusion
In the fight against spam, we need a pool of ammunition and greylisting
should be used as the first defence weapon. Although greylisting is still a
controversial technology, it is highly effective when implemented
properly.

Warren Kwok ■
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Snapshot
We Share. We Progress.

Seminar: Lessons from Surviving 400Gbps DDOS Attacks (3-Mar-2014)
Mr. Tom Paska, IP Engineer at
CloudFlare shared the experience of
surviving 400Gbps DDoS attack. It was
a full house!

Photo with speaker (fron left) Mike Lo, Alan Chung, Frankie Leung, Alan Ho,
Frank Chow, Tom Paska, Eric Fan, Joyce Fan, Andy Ho, Jim Shek and Otto Lee

Horse Spring Gathering (16-Feb-2014)

PISA had a Tea Gathering in the Horse
Spring. Many members come to meet new
friends and mingle. Of course everybody
had their luck in the draw. A warm
afternoon was filled with laughter and
handshakes.
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Seminar at AiTLE AGM: “What should school do before BYOD”
Sang Young presented in the Annual General
Meeting theme seminar of the Association of
IT Leaders in Education (AiTLE) on mobile
BYOD.

PISA War-Driving Tram Survey 2013 (22-Dec-2013)
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Forum: Meeting your New Cyber Enemies From Within (9-Sec-2013)
Mikko Hypponen, Chief Research Officer of
F-Secure shared his view on the threats of
the Internet, and Bitcoins.

Panel Discussion (from left): SC Leung,
Mikko Hypponen, Charles Mok, Chester
Soong (moderator) and SH Lim.

Mentorship program (2013)
PISA mentorship program in progress. Samuel Li
of the Cloud Security SIG shared with some
students.
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Meeting with Microsoft World Wide CTO of Public Sector (21-Nov-2013)
PISA and representatives of information
security association met Mr. Josh Rice,
Microsoft World Wide CTO of Public
Sector, and discussed the collaboration.

SecureHongKong 2013 – Know What You Don’t Know (28-Nov-2013)
(ISC)², Internet Society Hong Kong,
Professional Information Security
Association, Cloud Security Alliance
Hong Kong & Macau Chapter jointly
organized the SecureHongKong 2013
Conference and invited regional experts
to Hong Kong. The threat at Cyberport
was full occupied.

Photo with Guest Speaker (From left) Eric Fan, Frank
Chow, Prinya Hom-Anek (from Thailand), Andy Ho,
SC Leung, and Mike Lo
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We are approaching our 20th Issue, which means 10th year
anniversary of PISA Journal!
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