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Message from the

Chair

I

t is my honor and pleasure to continue my service in
the PISA as the Chairperson for another year.

The year 2013 has been a monumental year of
security and privacy.
We have seen the Edward Snowden
documents leakage leading to the hot debate
on appropriate access versus infringement to
an individual’s digital privacy rights. The
issue has reminded the public to take steps to
better protect their privacy rights in the cyber
world.
We have also seen a healthy development
within PISA with the establishment of four
SIGs - (ISC)2 Hong Kong Chapter,
HoneybirdHK, Cloud Security, and Mobile
Security. Each SIG has developed good plan
and organized activities. Such achievement
could not have been possible without your
dedication and contributions. PISA will
explore continually member benefits and
promote security best practices to the public
in the coming year.
Another good news was the awards obtained
by our members. I like to congratulate Mr.
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Peter Cheung, Mr. Anthony Lai and Mr. Mike
Lo who were awarded the honourees of the
(ISC)2 Asia Pacific ISLA, and Mr. SC Leung
who has received the (ISC)2 President's
Award. They have set up good example for
information security professionals to
collaborate for the betterment of the
community.
PISA is providing a platform for information
security professionals to build trust, to share
information and to collaborate in order to
address the challenges of emerging threats.
PISA needs your involvement and
commitment to keep us going forward. Let us
work together to bring PISA another
successful year in 2013/2014.

Frank Chow
CISSP-ISSAP-ISSMP CSSLP CISA
CISM CGEIT CRISC CBCP
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The Executive Committee

The PISA Executive Committee 2013-2014
(from left)
Mike Lo (VC, Internal Affairs),
Alan Ho (Hon. Treasurer & Secretary),
Eric Fan (VC, External Affairs),
Frank Chow (Chair),
Andy Ho (Program Director),
Otto Lee (VC, Membership and Constitution),
WS Lam (Program Director)
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TRENDS OF IT
PISA

BCP
IN HONG KONG

I

n this article I review the limitations
of conventional business continuity
planning (BCP) and discuss the new trends that
targets to improve the RPO (recovery point
objective) and RTO (recovery time objective)
using new technologies.

Billy Pang
CISSP CISA
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Conventional
Planning

Business

Continuity

Under the conventional concept, IT business continuity plan
(BCP) is something about disaster recovery. I have
reviewed plans from multi-national enterprises and found
that most of their business continuity plans were concerned
only about disaster recovery of IT systems. The most
common recovery strategy was replicating the existing IT
infrastructure in a recovery site. IT staffs restored the
previous data backup and end-users tested whether the
recovered environment could support the business as usual
or not.

Limitations in Conventional Strategy
Firstly is the data loss. Data loss cannot be avoided because
the gap between the previous backup and operations after
data backup can never be bridged. Secondly is the long
recovery time. The recovery time cannot be short because
IT staffs have to replicate the IT infrastructure and then
restore the backup images (software and data) back to
systems. Finally is the strategy itself. The use of recovery
site may be good for localized events such as fire accident
or the inaccessibility to the key building, but may not be
appropriate for city wide events such as bird flu or severe
weather. Staffs are not able to go to the recovery site. In
addition, the use of recovery site may be expensive for place
like Hong Kong. In order to improve the return on
investment (ROI), tech megatrends are applied to
supplement the conventional strategy. Here is a look at how
tech megatrends are affecting IT business continuity.

Improving Recovery Point Objective
(RPO) by Synchronous Replication or
Asynchronous Replication
For business operations seeking “zero data loss”,
synchronous replication or asynchronous replication may be
their first choice. Synchronous replication is when the data
is written to the production disk and to the remote disk at

Page 7 of 50

the same time. The next process will only proceed when the
updates of both disks are completed. However, there are
distance limitations on performing synchronous remote
replication as well as network bandwidth requirements that
can be extremely expensive.
If distance limitation is a concern and little data loss is
acceptable, asynchronous replication may be a cheaper
alternative. Asynchronous replication writes to the
production disk first; then queue to write the remote disk at
scheduled intervals. The advantage of asynchronous
replication is it does not impact production performance as
it writes offline on the production disk and provides long
distance, remote data replication while still providing
disaster recovery data production.
Actually both synchronous replication and asynchronous
replication are nothing new. But due to the cost issues, only
a few multinational enterprises apply synchronous
replication or asynchronous replication to their data
replication recently.

SIDEBAR
Recovery Point Objective (RPO)
“Point to which information used by an activity must be
restored to enable the activity to operate on resumption”

Recovery Time Objective (RTO)
“Period of time following an incident within which product
or service must be resumed, or activity must be resumed, or
resources must be recovered.”

Reference: British Standards Institution (2012). BS ISO
22301:2012: Societal security – Business continuity
management systems – Requirements. London, BSI.

A Publication of Professional Information Security Association

PISA

Journal

Professional Information Security Association

Trends of IT Business Continuity Planning in Hong Kong

Improving Recovery Time Objective
(RTO) with Cloud Computing and
Mobile Devices
For businesses like fund houses and investment banks, time
is money. They cannot tolerate a long system outage. From
one of my previous BCP audit assignments, it was found the
RTO for the front offices of a fund house was reduced from
24 hours to 4 hours. In order to meet the RTO, they planned
to use web applications with mobile devices. Fund
managers and traders are able to trade online with their
mobile devices during disaster.

Work from Home
On the other hands, back offices can benefit from
virtualization too. Due to integrity and confidentiality
concerns, staffs of investment operation may only work
within the internal network. If staff of back offices have to
go to office during severe weather or flooding, personal
safety is an issue, with even higher priority than information
security! Fortunately, both issues can be solved by the use
of Virtual Private Network (VPN). Staffs stay at home but
able to access the internal network thru notebooks provided
by their employers.

Use of Social Networks
Shall we include social networks into our crisis
communication strategy? This has been a hot item since
2011. There are discussions among risk management
professionals about subscribing automated communication
services for reliable mass notifications. An article by DRI
Canada in 2012 proposed that social networks have the
potential to revolutionize disaster communications and
strengthen an enterprises’ resilience because they allows
enterprises to discuss an issue or topic relevant to more than
one person in a real-time process. As social network is
useful for getting short and important messages to a wide
audience, it can be a good tool for enterprises to manage
disaster.
However it is found that the majority is still hesitating about
utilizing social network as a disaster management tool.
According to the survey by PwC in 2013, the reasons
slowing down the pace of using social network are the
weighing the possible risks and the legal complications.
Although the use of social network will become more
pervasive, it may not be popular until enterprises are able to
use social network to facilitate disaster identification,
internal & external communications and recovery
coordination efforts.

Conclusion
Virtualization
Besides work from home, virtualization can applied to other
areas to improve business continuity. With server
virtualization, IT departments can manage, support and
secure their applications more effectively as the number of
servers is reduced. The costs for hardware can also be
reduced.
Availability is another critical success factor. Server
virtualization greatly reduces the planned outage and largely
eliminates unplanned downtime. However, single point of
failure is another concern! There are Pros and Cons in
applying server virtualization.
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Technology impacts the trends of IT business continuity.
Recovery site is no longer the only strategy. But no matter
how strategies change, scheduled reviews of BCP and
proper drills are essential to the success of the business
continuity of an enterprise. May be in the coming future, the
incident response team (IRT) declares disaster via social
networks. Managers execute the call tree thru mobile
phones and staffs are not required to go back to office
during severe weather.
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SECURITY AND
CLOUD COMPUTING
IN THE WAKE OF

SNOWDEN LEAK

W

hat are the impacts of Snowden’s leak to those
institutions still considering or have already adopted
cloud computing, or even any individual users?

Hon. Charles Mok
ITFC Legislator
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The Internet may have been envisioned as a
communications tool in its earliest days, but the
unprecedented way in which it interconnects the
world has transformed it into one of the most
powerful forces in history. Today, each
organization faces four types of cyber threats –
CHEW (crime, hacktivism, espionage and
war). Cyberspace security has in effect become
the most crucial matter for decision makers not
just in business but at the national level.
What are the impacts of Snowden’s leak to those
institutions still considering or have already
adopted cloud computing, or even any individual
users?

You, you and
surveillance

you

are

and some content too. It taps traffic flow through
alleged secret agreements with telcos, network
infrastructure operators and social networks. It
attacks network devices such as routers,
switches, firewalls, and also endpoint computers.

Can we trust Cryptography any more?
The recently revealed classified documents also
exposed an especially distressing but littleknown matter: the NSA’s long-time involvement

under

The ripple effect from Edward Snowden’s series
of disclosure since June 2013 has shook our
assumptions that on cyber-security, and has
reshaped the infosec landscape between nations.
As more and more documents are revealed about
PRISM, Stellarwind, Xkeyscore and Five Eyes,
the scope and severity of the NSA’s surveillance
and privacy violations have become crystal clear,
seriously undermining NSA’s credibility.
According to media reports, the NSA has been
conducting cyber-espionage in such a massive
scale that actually astounded even most
information security professionals – with
enormous capabilities to automatically collect
and analyze network traffic, including metadata,
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Security and Cloud Computing in the wake of Snowden affair

and dominant role in the realm of civilian
cryptography, and the agency has allegedly
subverted the underlying cryptography in its
effort to gather and analyze digital intelligence.
Are the network devices and security algorithms
that we have relied on for more than decades,
still safe, or they have built in loopholes and
vulnerabilities ready to be exploited? Revelations
of these hidden "back doors" pose further
questions about how reliable our security
infrastructure really has been, and how much we
can trust these technologies.

Data Privacy of Public Cloud Services
Massively distributed, highly scalable and
inexpensive cloud offerings are attractive to
enterprises looking to cut costs and simplify
operations, yet concerns for data security
remains one of the biggest inhibitors to cloud
adoption. The latest exposé about back doors
undoubtedly reinforces security concerns about
sensitive data being pried wide open by
intelligence agencies. Life in the cloud will not
be the same.
The Information Technology & Innovation
Foundation (ITIF), an US-based technology
think tank published a report in August 2013 that
concluded the US’s public cloud industry might
lose up to USD 35 billion in the next three years
due to the Snowden affair. Companies and endusers alike are concerned about security of
personally identifiable information stored in the
cloud, including but not limited to credit card
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information, medical records, tax
banking records and communication.

records,

The implications of cloud security to different
stakeholders are multi-fold. To data collectors
and owners, it is about selecting a reliable
outsourced cloud vendor and building in risk
management and assessment measures to
safeguard data assets and ensure business
continuity. To cloud service providers, they need
to satisfy data residency and privacy
requirements of regulators and clients, and yet to
remain flexible and provide cost-effective
service. And, to regulators, they need to set out
feasible standard practices and ensure
compliance. Finally, to end-users, the question is
of course whether their data is safe, and how
would they know if there has been a breach. In
short, there are three issues here - security,
residency and privacy.
The challenge to protect information security is
increasingly an uphill battle -- not only do
professionals need to defend and deter organized
cybercrime and state-level espionage, they also
need to deal with the human element –
carelessness and risky behaviors from rank-andfile workers to senior executives.

Is Hong Kong
Espionage?

ready

on

Cyber

In the progress report that the administration
provided following the motion debate on the
Snowden incident in July 2013, the government
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reiterated its existing policies and guidelines to
bureaus and departments, and its work in
promoting the awareness of information
security in the community and the public. But
my question remains, are we doing enough as a
society to manage and be resilient against data
risk, information risk and security risk in our
critical systems, infrastructure and
communications? How ready is Hong Kong in
protecting ourselves in the ‘new frontier’ of
cyber-espionage and organized cybercrime?
As a Legislative Councilor, I have made
requests to the administration to reactivate the
Inter-departmental Working Group on
Computer Related Crime, to conduct an up-todate review and policy reforms as necessary for
the new cyber-crime and even surveillance
environment our networks face today. I will
continue to push for these measures.

colleagues, are just some examples that
exemplifies this new trend. Professionals in the
cyber security field are in a unique position and
can do much good to share your experience and
expertise, so that these organizations can defend
themselves as much as possible.
Senior security consultant Paul Rosenzweig once
said that “Technological advances, combined
with the ubiquity of the Internet, have spawned a
near-infinite range of potentially grave security
threats to governments, commercial entities and
individuals.” I hope we can step Hong Kong up
an extra level through collaboration between
government, industry professionals,
businesses and other organizations -- that way
Edward Snowden’s brief stay in Hong Kong
would be worth its while after all.

Information security professionals are playing
an increasingly important role in today’s world.
Besides state-level surveillance and attacks,
organized, targeted and professional cyberattacks, such as DDoS and APT malwares, are
more and more frequently directed toward the
media, political organizations, tertiary
institutions and civil society organizations,
many of which are not as prepared as larger
financial institutions, utilities or government
organizations that have the resources or
expertise to handle cyber attacks.
Recent hacking activities against the HKUST,
HKU Public Opinion Programme, House News,
and InMedia HK, and many of my Legco
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CentOS 6 Linux

Container
Guide

L

inux container (LXC) is a lightweight
visualization technology that provides
process isolation and resource management in a Linux
operating system. When used properly, it could provide
some degree of security. This simple guide tries to
bridge the gap of documentation for setting up Linux
container in RHEL environment.

George Chung
CISSP CISM CISA
Program Committee
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Red Hat Enterprise Linux(RHEL) 6.4, the latest version of
RHEL6 at the moment of writing this article, provides Linux
container as a technology preview. Since CentOS 6 is a clone
of RHEL6, it also provides Linux container functionality.
Linux container (LXC) is a lightweight visualization
technology that provides process isolation and resource
management in a Linux operating system. When used
properly, it could provide some degree of security.
Red Hat packages Linux container management to libvirt,
the Red Hat-developed virtualization API. When users are
familiar with libvirt in KVM and XEN virtualization, using
Linux container with libvirt will be very easy.
Since Red Hat doesn’t provide a good documentation on how
to use Linux container in its latest documentation, this article
will be served as a simple guide for setting up Linux
container in RHEL or RHEL-clone environment.
KVM/XEN virtualization provides more security than LXC.
KVM/XEN VM could be used to run different OSes and
different kernels in a fully isolated way. Crash in a VM will
not
affect
host
machine
or
other
VM.
On the other hand, KVM/XEN virtualization has more
overhead as it uses hypervisor as an virtualization layer. All
Linux containers which work similar with KVM/XEN VM at
management aspect, share the same Linux kernel. When
Linux kernel crashes, it will affect all containers. However,

LXC could be booted very quickly as it shares the same
kernel as host machine , i.e. when a Linux container starts, it
doesn’t need to boot the kernel; it only starts required
processes. It could only run Linux OS. It could be used run
different Linux distributions at the same time. It is relatively
easy to create and maintain. In security point of view, KVM/
XEN is a better choice for isolating different environment.
However, in some situations, LXC has its way to go. For
instance, in a VM environment, the OS could not run as a
hypervisor, even it could, the overhead could be very large.
So LXC could be used to do process isolation and resource
management. LXC works in a similar way with applications
running in a chroot environment but it provides more
security controls.
In order to make sure this guide could be used for every
RHEL6.4/CentOS6.4 installation, a freshly installed system
with minimal package installation will be a starting point.
Then all related packages will be installed. After that, a
Linux container will be created. See Figure 1 for a freshly
installed CentOS 6.4.
The following package should be installed to enable LXC.
yum –y install libvirt libvirt-python
python-virtinst bridge-utils man

Figure 1: freshly installed CentOS 6.4 in a VirtualBox VM environment
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Run the following commands to enable and start required services.

chkconfig cgconfig on
chkconfig cgred on
chkconfig libvirtd on
service cgconfig start

Figure 2: network configuration of default libvirtd installation.
After required packages are installed and libvirtd is started, default virtualization network is NAT configuration. If an IP
address in the container is used on the same network as the host server, then a bridge should be created. The following
command creates a bridge.

virsh iface-bridge eth0 br0

Figure 3: creating a bridge and configure eth0 in the bridge
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Figure 4a: It shows a bridge is created and the IP address in eth0 is migrated to br0 interface

Figure 4b: It shows eth0 and virtual interface veth0 are in the same bridge
Sometimes the command, “virsh iface-bridge eth0 br0”, may not work to create a bridge especially when the network interface
is not eth0 by default. The bridge could be created manually by editing network configuration files in /etc/sysconfig/
network-scritps/.

Figure 5: network configuration files for creating a bridge.
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Then run the following commands to enable IP forwarding and disable SELinux. SELinux is a very good security feature to
enhance Linux security. However, since this is a technology preview, the policy for LXC is buggy. Enabling SELinux will
make something stop working. For instance, installing httpd package will fail because pre-installation script fails to run when
SELinux is enabled. So at this stage, disabling SELinux will make things easier. When Red Hat fixes the SELinux policy bugs
for LXC, it is highly recommend to enable SELinux for LXC. This is also a very important ingradient of Red Hat supported
LXC.
After that, reboot the OS to make all changes effective.

sed -i s/"net.ipv4.ip_forward = 0"/"net.ipv4.ip_forward = 1"/g
sed -i s/"SELINUX=enforcing"/"SELINUX=disabled"/g

/etc/sysctl.conf

/etc/sysconfig/selinux

shutdown –r now
After the OS boots up, run the following commands to create a minimal CentOS6.4 installation in /var/lib/libvirt/lxc/. The
created directory will be used to start a LXC instance.
mkdir /var/lib/libvirt/lxc/centos-6-x86_64/etc/yum.repos.d/ -p
cat /etc/yum.repos.d/CentOS-Base.repo |sed s/'$releasever'/6/g > /var/lib/
libvirt/lxc/centos-6-x86_64/etc/yum.repos.d/CentOS-Base.repo
yum groupinstall core --installroot=/var/lib/libvirt/lxc/centos-6-x86_64/ -nogpgcheck -y
yum install plymouth libselinux-python man --installroot=/var/lib/libvirt/
lxc/centos-6-x86_64/ --nogpgcheck -y

Then run the following commands to configure settings for making it work in LXC.
# chroot to the directory
chroot /var/lib/libvirt/lxc/centos-6-x86_64/
# change root’s password to be “password”
echo password |passwd root --stdin
#Fix root login on console
echo "pts/0" >>/etc/securetty
sed -i s/"session
required
pam_selinux.so close"/"#session
required
pam_selinux.so close"/g /etc/pam.d/login
sed -i s/"session
required
pam_selinux.so open"/"#session
required
pam_selinux.so open"/g /etc/pam.d/login
sed -i s/"session
required
pam_loginuid.so"/"#session
required
pam_loginuid.so"/g /etc/pam.d/login
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#Configuring basic networking
cat > /etc/sysconfig/network << EOF
NETWORKING=yes
HOSTNAME=lxc1.test.org
EOF
### To use DHCP, use the following configuration
#cat > /etc/sysconfig/network-scripts/ifcfg-eth0 << EOF
#DEVICE=eth0
#BOOTPROTO=dhcp
#ONBOOT=yes
#EOF
### To use static IP address, use the following configuration
### Change the IP address and gateway for your environment
cat > /etc/sysconfig/network-scripts/ifcfg-eth0 << EOF
DEVICE=eth0
BOOTPROTO=static
IPADDR=192.168.3.31
NETMASK=255.255.255.0
GATEWAY=192.168.3.254
ONBOOT=yes
EOF
# configure /etc/resolv.conf
cat > /etc/resolv.conf << EOF
nameserver 8.8.8.8
EOF
#Enabling sshd
chkconfig sshd on
# Fixing root login for sshd
sed -i s/"session
required
pam_selinux.so close"/"#session
required
pam_selinux.so close"/g /etc/pam.d/sshd
sed -i s/"session
required
pam_loginuid.so"/"#session
required
pam_loginuid.so"/g /etc/pam.d/sshd
sed -i s/"session
required
pam_selinux.so open env_params"/"#session
required
pam_selinux.so open env_params"/g /etc/pam.d/sshd
# delete /dev/null
rm –f /dev/null
# Leaving the chroot'ed filesystem
exit
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Run the following command to create a LXC instance.
virt-install --connect lxc:/// --name=lxc1 --ram=2048 \
--vcpus=2 --description "CentOS6 container 1" \
--filesystem /var/lib/libvirt/lxc/centos-6-x86_64/,/ \
-w bridge=br0

Figure 6: creating a LXC instance

When a LXC instance is created at the first time, it may not work as expected. So it must be stopped and re-started. Run the
following commands to stop and start a LXC instance.
virsh –c lxc:/// destroy lxc1

virsh –c lxc:/// start lxc1

Figure 7: command shows a LXC instance is running.

After logging in the LXC instance, it looks like another OS. It has its own process IDs and its own network interface and IP
address.
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Figure 8: Processes running a LXC instance

Figure 9: Processes running in a host OS
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In the LXC instance, there is no kernel processes as LXC
shares kernel with host OS. So the process list in the LXC is
short. The process ID in LXC is different from process ID in
host OS. When we see the processes in host OS, the actual
processes running in LXC appear in host OS but with a
different process ID. For instance, process ID of sshd in
LXC is 564 and it is started by process ID 1, init program.
When we look at the process time, process with ID 2181 in
host OS is the same process in LXC with ID 564. So the host
OS creates the process and map it to different process ID in
LXC. It is very different from KVM/XEN VM. The host OS
has no idea what processes running inside the KVM/XEN
VM. The processes in LXC only see the processes within
LXC. It could not see other processes in host OS. So it
creates process isolation as a security feature.
To take advantage of LXC, a type of process could be
contained in a LXC for process isolation. For instance, web
servers could be running in a dedicated LXC instance. Since
the OS inside LXC instance could be minimal installation, so
the attack surface is reduced to the minimum. If the web
server is hacked, the impact could be only in the LXC. If root
is not gained in the LXC instance by the hacker, the host OS
is secure. When setting properly, root access gained by
hackers could be avoided. For instance, stopping
unnecessary root-own processes and removing suid-root
programs could lower the risk of gaining root access by
hackers in LXC instance. On the other hand, gaining root
access in a LXC instance could be very bad. It could affect
all LXC instances in the same host OS and even the host OS
itself. That is why SELinux is important to further isolate the
processes in the LXC instance.
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Linux container provides another layer of protection. It will
become more popular when Red Hat improves its
implementation. It will become another important
virtualization technology.

George Chung ■
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I

n this article, a simple security dashboard is proposed
and built with basic Data-Driven Documents (D3)
constructs [5] to display security status visually. Using a dashboard
to show security status during an attack can increase the visibility on
an attack in progress. The simulated dashboard could also be used to
train security staff to respond to various attack scenarios.

John Chee
CISSP CISM M@PISA

Page 23 of 50

A Publication of Professional Information Security Association

PISA

Journal

Professional Information Security Association

D3 for Security Dashboard and Attack Visualization

1. Introduction
Data-Driven Documents (D3) is a set of javascript libraries that bind input data in JSON [6] format to DOM [11] elements
in HTML and present the data visually in SVG [12] objects. Another strength of D3 is its ability to support animation of
historical data transitions.

2. Security dashboard
The following is a fictitious security dashboard with fake data to illustrate the network and security status of some web
infrastructure. The dashboard shows:
●

Network status with warnings, and critical thresholds set at 75% and 90% respectively, displaying:
Internet bandwidth usage (Mbps)
●
Number of open sessions
●
New transactions per second (TPS)
Security status for the last hour
●
Attacker IPs
●
Victim IPs
●
DDOS attacks
●
Web attacks
●
Geo info of attacker IPs
●

●

Network Status
Bandwidth Util (Mbps):
Concurrent Sessions:
New connection (TPS):

25
4000
300

Security Status
Attacker IP
124.24.233.158
113.24.196.31
218.12.185.145
202.64.10.195
203.18.252.38
128.220.17.233
221.21.241.154
134.159.17.50
218.22.182.95
203.198.10.252
223.19.19.158
223.16.6.84
121.127.26.153
218.103.19.70
118.10.150.58
118.11.47.146
203.20.0.25
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Count
31649
15033
13683
9202
8896
7293
6534
6147
5074
4637
3539
3115
2581
2521
2117
1983
1875

TargetAddress
10.0.0.71
10.0.0.8
10.0.0.7
10.0.0.1
10.0.0.74
10.0.0.2
10.0.0.5
10.0.0.76
10.0.0.72
10.0.0.11
10.0.0.4

Count
37637
26696
22463
15867
10564
10512
5309
5243
4116
3321
2511

DDOS Attack Type
SYN Flood
SYN-ACK Flood
ACK & PUSH ACK Flood
Fragmented ACK
RST or FIN Flood
Synonymous IP
Fake Session
Session Attack
Misused Application
HTTP Fragmentation
Excessive VERB
Excessive VERB Single Session
Multiple VERB Single Request
Recursive GET
Random Recursive GET
Faulty Application
UDP Flood
UDP Fragmentation
DNS Flood
VoIP Flood
Media Data Flood
Non-Spoofed UDP Flood
ICMP Flood
ICMP Fragmentation
Ping Flood

Count
85896
26491
9445
4296
2701
2397
2385
2310
1747
1532
1513
1491
1128
830
787
743
732
688
687
637
250
30
25
24
17

Web Attack Type
Buffer Overflow
Command Execution
Cross Site Scripting (XSS)
Non-browser Client
Denial of Service
SQL-Injection
Forceful Browsing
HTTP Parser Attack
Information Leakage
Injection Attempt
Path Traversal
Predictable Resource Location
Remote File Include
Server Side Code Injection
Session Hijacking
Trojan/Backdoor/Spyware
Vulnerability Scan
XPath Injection
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Count
27220
9692
8939
7726
6196
5822
4824
3231
1631
1598
1400
1290
1091
878
876
667
609
576

GeoInfo
Count
China
660
United_States
422
Germany
220
Singapore
53
Taiwan
33
United_Kingdom
15
Macau
15
Korea
15
Thailand
14
Switzerland
14
Japan
14
India
13
Australia
12
France
11
Ukraine
9
Russian
9
Malaysia
9
Canada
9
Viet_Nam
8
Turkey
8
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With D3 we transform the data values into visual objects:

Network Status
Bandwidth Util (Mbps):
Concurrent Sessions:
New connection (TPS):

25
4000
300

Security Status
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Attacker IP
124.24.233.158
113.24.196.31
218.12.185.145
202.64.10.195
203.18.252.38
128.220.17.233
221.21.241.154
134.159.17.50
218.22.182.95
203.198.10.252
223.19.19.158
223.16.6.84
121.127.26.153
218.103.19.70
118.10.150.58
118.11.47.146
203.20.0.25

Count
31649
15033
13683
9202
8896
7293
6534
6147
5074
4637
3539
3115
2581
2521
2117
1983
1875

TargetAddress
10.0.0.71
10.0.0.8
10.0.0.7
10.0.0.1
10.0.0.74
10.0.0.2
10.0.0.5
10.0.0.76
10.0.0.72
10.0.0.11
10.0.0.4

Count
37637
26696
22463
15867
10564
10512
5309
5243
4116
3321
2511
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DDOS Attack Type
Count
85896
SYN Flood
26491
SYN-ACK Flood
9445
ACK & PUSH ACK Flood
4296
Fragmented ACK
2701
RST or FIN Flood
2397
Synonymous IP
2385
Fake Session
2310
Session Attack
1747
Misused Application
1532
HTTP Fragmentation
1513
Excessive VERB
1491
Excessive VERB Single S
1128
Multiple VERB Single Re
830
Recursive GET
787
Random Recursive GET
743
Faulty Application
732
UDP Flood
688
UDP Fragmentation
687
DNS Flood
637
VoIP Flood
250
Media Data Flood
30
Non-Spoofed UDP Flood
25
ICMP Flood
24
ICMP Fragmentation
17
Ping Flood

Web Attack Type
Count
Buffer Overflow
27220
Command Execution
9692
Cross Site Scripting (XSS
8939
Non-browser Client
7726
Denial of Service
6196
SQL-Injection
5822
Forceful Browsing
4824
HTTP Parser Attack
3231
Information Leakage
1631
Injection Attempt
1598
Path Traversal
1400
1290
Predictable Resource Loca
Remote File Include
1091
878
Server Side Code Injection
Session Hijacking
876
667
Trojan/Backdoor/Spyware
Vulnerability Scan
609
XPath Injection
576
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GeoInfo
China
United_States
Germany
Singapore
Taiwan
United_Kingdom
Macau
Korea
Thailand
Switzerland
Japan
India
Australia
France
Ukraine
Russian
Malaysia
Canada
Viet_Nam
Turkey

18

Count
660
422
220
53
33
15
15
15
14
14
14
13
12
11
9
9
9
9
8
8

When putting all the D3 basic constructs together, the dashboard would look like the following. Key information can be
understood by the viewer quickly in this visual form. For instance, major attack traffic is coming from China, then from the
United States.
Network Information

Attacker IPs

Target IPs

GeoInfo

DDOS Attacks

Web Attacks

3. Attack scenario
The following is an example of security status when under attack:
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Attacker IPs

T arget IPs

DDOS Attacks

Web Attacks

Network Status

GeoInfo

Based on the dashboard information, at 18:30, the web infrastructure is under SYN Flood and UDP Flood attacks. The
bandwidth is almost saturated (close to 100%) with a very high number of open sessions and incoming new connections
(TPS). The DDOS attacks are mainly from 3 IPs in Korea (the top 3 attacker IPs) and targeted on a single website IP (the top
target IP). Another point to note is that SQL Injection attacks are unusually high. There is a chance the DDOS attacks are to
cover up the SQL Injection attacks for stealing database information.
The dashboard demonstrated here is just a snapshot in time. With the built-in transition effects in D3, if we can feed historical
data continuously to update values in D3 objects, it is possible to animate the attack scenario progressing from beginning to
the end. This should give us a better picture of the attack sequence during the incident.
“The Wealth & Health of Nations” in D3 by Mike Bostock is a good example to demonstrate the transition in time sequence
(http://bost.ocks.org/mike/nations/).

4. Final words
D3 can turn cold figures into visual objects, such as gauges, charts, bubbles and word clouds, etc. By putting the visual
objects into a security dashboard, we can illustrate the security posture clearly using eye-catching visual clues. The dashboard
could also be a vital means to present security status to senior management who care mainly about the big picture and have no
interest in the raw data. The more concise the information, the better. It reminds me of the well-known phrase that a picture is
worth a thousand words.
D3 objects can perform animated transitions when the data values bound to the objects are changed. By feeding historical data
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a from database query or log feed, we can simulate attack scenarios from start to end. It would be a valuable tool to:
●
●
●

Learn the pattern of various security indicators during an attack
Replay attack scenarios for security staff training
Perform incident response drills, etc.

Usage of D3 in security is unlimited. It is up to us to decide which data to transform and how. D3 is the tool to make this
job fun-filled and manageable by the novice. Let’s get our hands dirty and explore the possibility of applying D3 in security
projects.
John Chee 
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Security in a
Web 2.0+ World
A Standards-Based Approach

The core theme of this book is not on Web 2.0,
but on the security of today’s complicated
technological “Web 2.0” world. The book
demonstrates how existing security solutions are
failing to provide secure environments and trust
between users and among organizations...

Henry Ng
CISSP-ISSAP CISA
Program Committee
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When I picked up Solari’s book, I thought it would talk about
the security best practices for securing applications which
have utilized the latest web technologies to provide new
flexibility and usability. After all, the book title contains the
phrase Web 2.0! In my mind, Web 2.0 allows rich user
experience and interaction within browser which is made
possible by technologies such as AJAX and JSON (see
Sidebar). Good examples are social networking sites such as
Facebook and Twitter.
As I read into the book, I start to frown at its content. It is not
talking about Web 2.0 security at all! OK, it does have one
chapter, chapter 3, that slightly covers the challenges of Web

18

2.0 security, from an elevated perspective though. Before I
proceed reading the book further beyond chapter 3, I flip
through the book back and forth a number of times, trying to
get a grasp of what the entire book is talking about. On the
inside of the cover page, it says “Security in a Web 2.0+
World clearly demonstrates how existing security solutions
are failing to provide secure environments and trust between
users and among organizations. Bringing together much
needed information and a broader view on why and how to
deploy the appropriate standards, this book supports a shift in
the current approach to information security, allowing
companies to develop more mature models and achieve cost
effective solutions to security challenge.”

Title:

Security in a Web 2.0+ World: A
Standards-Based Approach
Author:

C. Solari and Contributors
Publisher:

John Wiley & Sons, Ltd
Publishing Date:

June 2009
ISBN-13:

ISBN 978-0-470-74575-5

Figure 1. The book “Security in a Web 2.0+ World: A Standards-Based Approach”

SIDEBAR
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AJAX

JSON

It stands for Asynchronous JavaScript and XML. It is a technique for
creating fast and dynamic web pages.

It stands for JavaScript Object Notation. It uses JavaScript syntax for
describing data objects.

Reference: W3Schools (2013). What is AJAX?. [Online] Available
from http://www.w3schools.com/ajax/ajax_intro.asp

Reference: W3Schools (2013). JSON Tutorial. [Online] Available
from http://www.w3schools.com/json/default.asp

A Publication of Professional Information Security Association

Professional Information Security Association

PISA

Journal

Book Review: “Security in a Web 2.0+ World: A Standards-Based Approach”

Ah ha! The title may be misleading. Web 2.0 is not the core
theme. The theme is security in today’s world. Web 2.0 is
merely an adjective describing today’s complicated
technological world. Enough about fluffing my
misunderstanding of the book’s theme. Let’s get straight into
this book. First of all, there are many contributors to this
book; many of them are from Bell Labs. I suppose Carlos
Solari is the key author putting everything together.
There are three parts that I find interesting in the book which
I will elaborate more:
●

Security Value Life Cycle

●

ITU-T X.805 Standard

●

Cross referencing ISO/IEC 27000

The first chapter just talks about cyber security posture and
challenges [1]. As security professionals, we already heard
too much about it. There may be better sources of reference
quoting scary attack figures and estimated dollar lost which
can freak out business executives.

Security Value Life Cycle
Chapter 2 touches upon Security Value Life Cycle [2].
This is something I have never come across. It describes a
product’s life cycle from three perspectives: seller, buyer and
re-reseller, and finally end-buyer. Together, it forms three
phases of security value life cycle beginning from point of

creation, moving to point of purchase or service creation, and
finally to point of service delivery or end use (Figure 2) .
Our focus typically is at the last phase. Sometimes, we may
cover the middle phase by referencing system acquisition
and software development security practices. Here the life
cycle should start from product development. A product
needs to be built in with good features, plus security controls
wrapped around during integration, such that security will be
flown down eventually to end users in the last phase.
The author also describes the security costs incurred at each
of these phases. For instance, at the point of purchase, one
should bear in mind the cost of compliance in which an
organization has to manage. If you are bringing in a product
that cannot meet your company’s specific compliance
requirement, you can fail compliance audit resulting in
mischievous consequence of regulatory imposed penalty.
As I mention earlier, Chapter 3 touches upon Web 2.0. Here,
the challenges of securing Web 2.0 network, application and
content are discussed. Chapter 4 describes the limitations of
existing security models. For example, the standards and
regulations imposed by the industry may lack the degree of
specificity and are often left vague to allow flexibility in their
application. Another illustration is absence of a set of
recognizable metrics to define security. Note here that the
author is not talking about metrics to measure security [3],
but defining security across the entire life cycle including
product development, acquisition, integration to operation
and maintenance.

Figure 2. Security Value Life Cycle
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Figure 3. X.805 – Security Architecture for End-to-end Network Security

ITU-T X.805 Standard
Chapters 5 and 6 are the core meat of the book, where ITUT X.805 standard is explained. Bell Labs scientists invented
this standard which is about integrating security into product
development lifecycle. Later, International Telecommunications Union (ITU) adopts it as X.805:Security Architecture
for Systems Providing End-to-End Communications in
2003. ISO also uses it as the basis for ISO/IEC 18028-2:2006
– IT Network Security, Part 2: Network Security
Architecture. Never heard of this security standard? Don’t
feel bad as it is also brand new to me. I believe it is seldom
mentioned in our community because its focus is more about
integrating security structurally into a product’s development
lifecycle. Figure 3 depicts the overall framework that forms
the basis of defining security requirements and controls for a
product.
Out of the 200 pages of book, I find this ITU-T X.805
framework [4] most interesting. It defines a framework to
address security from the perspectives of application,
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services and infrastructure encompassing management
activities, control activities and end user activities. The eight
security domains provide a holistic viewpoint of security
attributes that a product developer should build in in order to
counter possible security threats and attacks.
You can either read this book to know more about this
framework or visit
http://www.itu.int/rec/T-REC-X.805-200310-I/en
to download relevant documents for studying.

Cross referencing ISO/IEC 27000
The author also describes how ITU-T X.805 complements
ISO/IEC 27000 when designing security during product
development. A couple of pages have been dedicated to
elaborate ISO/IEC 27000 series about its comprehensiveness
as well as its limitations [5]. Appendix B goes into more
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depth describing how ITU-T X.805 framework can be used
to enhance ISO/IEC 27001:2005 Information Security
Management System.

Reference

Chapter 8 describes the benefits of adopting such security
framework. The final chapter concludes with way forward
messages citing the need to transform security mentality for
Government, business and academia.

2. Solari, C. (2009). Security in a Web2.0+ World: A
Standards-Based Approach. John Wiley & Son., Ltd.
p.23

1. Though the book was published in 2009 (yes an old book,
I know!), the content of this chapter is still valid even for
2013 today.

3. Henry Ng (2013). “IT Security Metrics” in PISA Journal
Issues 16 and 17. [Online] Professional Information
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Security
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Available
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Takeaway from this Book

www.pisa.org.hk/pisa-journal.html

In Hong Kong, very few of us will have the luxury of
designing or developing a technology product. Most of our
jobs are about managing and administrating IT security. At
the first glance, it may be difficult to apply ITU-T X.805 to
our day-to-day work activities. But what security standards
are out there for us to reference and adopt? ISO/IEC 27001 or
ISO/IEC 27002? They are more about establishing security
from organizational, policy, process and general technical
perspectives. PCI-DSS? It is a very specific set of control

4. The International Telecommunication Union (ITU)
(2003). ITU-T Recommendation X.805:, Security
architecture for systems providing end-to-end
communications. [Online] Available from https://
www.itu.int/rec/dologin_pub.asp?lang=e&id=T-RECX.805-200310-I!!PDF-E&type=items. p.9
5. Solari, C (2009). Security in a Web2.0+ World: A
Standards-Based Approach. John Wiley & Son., Ltd.
pp.95-96

requirements and audit review procedures to protect a type of
data. There is unlikely a silver bullet type of security
standard which can address all sorts of needs across all types
of industries. ITU-T X.805 gives me the pleasure of learning
one more standard which links its eight security domains
against common threats and vulnerabilities to cover
application, services and infrastructure layers. It is a good
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technical security framework to be studied such that we can
digest and apply the similar concepts for other needs.

Henry Ng 
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Data Driven

Application
Risk Assessment

We need an application risk
assessment methodology to
handle what is critical – Data. A
data driven risk assessment is a
systematic way to trace controls
within a data life cycle. I have six
domains for a data driven ...

Patrick Liu
CISSP ISSAP CIA CISA CGEIT
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Every day we deal with a lot of data. Data become the vital
element of our business. An incorrect data input on trading
system may result in multi-billion dollar loss. Disclosure of a
customer’s medical data may result in legal action. We all
need to be very careful when dealing with data, especially; we
are dealing with enormous amount of data. Therefore, an
application risk assessment becomes a key element on IT risk
management. I will share my experience on application risk
assessment methodology in the following paragraphs.
We live in a challenging environment with risk and
opportunity. We try to mitigate risks with maximum benefit
and minimum disturbance to the business. It is never an easy
job for IT security professional. We need a methodology to
help us stay focus on the key area. I will compare current
situation and the need for new review methodology.

Compliance Check Review Model
In current application risk assessment methodology, we
focus on compliance issues on the application. In a wellestablished company, they may have a set of detailed policy
and procedures. You can imagine those policy and
procedures will cover all aspect of computer environment.
The risk assessment will be a checklist against each internal
or external requirement. My experience under this approach
is that the checklist will get longer and longer and eventually
it becomes harder to manage.

Data Driven Risk Assessment
We need a different application risk assessment
methodology to handle what is critical – Data. We need a
review model that looks after the whole data life-cycle. In

Page 36 of 50

An Organization for Information Security Professionals

SEP-2013

Issue

most of the case, the existing controls are working effectively
and we do not need to spend our time to reconfirm their
effectiveness. Those controls including, infrastructure,
physical security, change management, etc. This should help
us reduce significant amount of time when compared with a
compliance check review model.

A data driven risk assessment is a systematic way to trace
controls within a data life cycle. I have six domains for a data
driven review.

Storage
Right after we input the data to an application, the first
question we need to handle is how we store the data. It could
be a file, an entry in database or temporary stored in memory.
Most of the time, encryption is the key question for this area.
Base on the criticality of data, how many of controls are
sufficient to protect data is the professional judgement of IT
security professional.
When we drill down questions on data storage, inevitably we
need to understand the physical controls on data storage. Fire
protection, detection and suppression, and air conditioning
and ventilation are all fall into this domain.

18

web channel as the way interact with users. Web server and
web page security are the most vulnerable part of a web
enabled application security review. There are a number of
organizations providing information on web applications
security (e.g. The Open Web Application Security Project,
OWASP, www.owasp.org) so we will not discuss here.
The other concern is the amount of data accessed. Most
applications provide search feature to allow users to extract
data from database in a user friendly fashion. Sometimes, it is
so convenience for leaver to bring confidential information
to another company. It is a good practice to limit the volume
of data that a staff can access at one time.

Usage
Data usage may be a new idea for us. If data is being used in a
wrong environment, that will be an error. One typical
example is using production data for testing purpose. In most
of the case, production data should not be used for any kind
of testing. The risk of data exposure may lead to financial
lost. However, we have some specific cases in which
production data is the only sample we can use for testing. For
example, data warehouse may need massive live data for
performance turning. Compensation controls such as
operational procedure should be considered to mitigate data
disclosure risk.

Recovery
Data recovery is closely related to data storage. The key
focus on this domain is business continuity management. We
need to work with business to define business impact
analysis on the specific operation. Thus, we will understand
the recovery time objectives and recovery point objectives.
They will be our baseline to evaluate data recovery security
controls.

Another key issue on data usage is data privacy. Our society
has more concern on personal information protection. Data
protection becomes a compliance issue now. However, our
system developers may not have sufficient awareness to use
programming skills, for example: data masking, to protect
data while on user interface.

Transfer
Presentation
Except for back-end systems, application will interact with
users. Displaying data to users will be a key review domain
on application. Nowadays, most of our applications will use
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SFTP (Secure FTP), HTTPS and MQ (Message Queue) are
data transfer protocols. I guess we are all familiar with them.
Similar to data storage, we need to understand the data
criticality to map related controls standard to protect data. So
I will not get into details on data transfer encryption for this
domain.
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Besides data encryption, we need to understand the flow of
data. Is the data from an authenticated source and
destination?
Some
protocols
already
implement
authentication in design, such as SFTP. Some protocols are
designed to distribute data whenever there is a request, such
as HTTP. Which protocol should be used? Information
security professional should be one of the stakeholders on the
design.

Some industry may have distributed user group. For
example, insurance agents may carry customer information
when presenting insurance plan to customer remotely.
Remote access to internal systems will introduce risk to the
firm. It is a headache to information security professional.
On the other hand, some job roles are not allowed to have
remote access, e.g. Trader. We need a system to prevent
accidentally granting such access to them.

Data can be transferred electronically or manually. It is very
common to transfer bulk data through a removable media.
We may use a courier to help us to deliver a removable media
to offsite. The question is the vendor’s capability and
reliability to handle sensitive data. In 2008, a courier lost
900,000 Scotland ambulance centre personal details. In
2009, a courier lost 2,000 British employees payroll details.
It can be a potential issue if we sent out our data to offsite.

Conclusion
Data driven risk assessment model is just a way to help us
categorize questions and systematically focus on the key
area. At the end of the day, professional judgement is still the
key value that information security professionals can add:
Telling the business what is the right thing to do to protect the
information.
Patrick Liu 

Access
Privileged account access control has been assigned to
information security team for long time. I guess we already
have well established policy and procedures to govern this
process. I will give another dimension for this part.
Error handling is one of the weakest links for development. A
java exception will give us a list of function involved in the
process. An invalid URL will give us web server version and
patch level details. To minimize targeted attack from
intruders, we should suppress all default error messages
when handling errors.
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Talha Habib and I at the (ISC)2 ISLA 2013 Award Presentation
Ceremony in Manila, Philippines.

I attended the (ISC)2 Information Security Leader
Achievement (ISLA) Asia Pacific presentation ceremony in
Manila, Philippines in August 2013. I met many reputable
information security professionals in the region. One of them
who impressed me was Mr. Syed Talha Habib of Pakistain.
Talha is the Founding / Board member of an association
called PISA in Pakistan. PISA in Pakistan is operating the
PISA-CERT, a public CERT without government funding.
As I am a Founding member if PISA in Hong Kong and is
working in the HKCERT, I was naturally very interested in
what Talha and PISA in Pakistan was doing.
In Pakistan, PISA has a different meaning than in Hong
Kong. The Pakistan Information Security Association
(http://pisa.org.pk, PISA) is a not-for-profit organization of
information security professionals and practitioners. They
organize educational and networking activities for

professionals and conduct security awareness training for the
public.

PISA also operates the PISA-CERT (Computer Emergency
Response Team) which is self funded. PISA-CERT is
Pakistan’s first public Computer Emergency Response Team
working with the motto to solve misconducts initiated
through Computer and Internet. Talha is the CTO of PISACERT. He organized trainings and through the income of
trainings he hired 4 staff members to provide incident
response service in Pakistan. All these are voluntary services.
Today PISA-CERT is the de-facto CERT of Pakistan and
coordinates security incidents between private sector and
government agencies. Talho’s contribution to the
information community was recognized by (ISC)2 and he
was awarded the Honouree of the (ISC)2 ISLA APAC 2013.
The Pakistan Government has a monumental change of cyber
security policy in 2013. PISA in Pakistan plays a vital role
under the new cyber security initiative of Pakistan
Government. So I have invited Talho to contribute to the
Journal of PISA (of Hong Kong) on the Cyber Security
Initiative of Pakistan. Please enjoy Talho’s article.

SC Leung

SC Leung 

CISSP CISA CBCP
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Introduction
To respond to the growing cyber security threats, Pakistan
has recently ramped up her cyber security strategy in 2013.
Information security professionals in the PISA-CERT of
Pakistan played a leading role in the formation of the
national PK-CERT. We have seen a very good progress of
the cyber security development in different aspects.

Birth of the Cyber Security Initiative in
Pakistan
In Pakistan cyber security threat was growing to become a
national level threat like in many other economies.
However, the policy, law and organizations were not
officially formulated before 2013.
Cyber security effort is not empty though because PISA as a
civil organization has been filling the gap. PISA had trained
over 1000 university students, information security
professionals and members of law & enforcements for
secure use of cyber space. PISA also operates the PISACERT which handles local cyber security reports and to
coordinate internationally referred cyber security reports. In
2012, PISA-CERT handled over 300 incident reports and
conducted some cyber security awareness trainings. PISACERT had participated in OIC-CERT and APCERT cyber
security drills in the past years.

The kickstart of cyber security initiative for Pakistan dated
back to the Cyber Secure Pakistan International Conference
held in April 2013, where the Chief Guest, Senator
Mushahid Hussain Sayed, Chairman of Senate Defence
Committee initiated the dialogue for the formulation of
Cyber Security Policy of Pakistan.
He called for
formulation of the Cyber Security Task Force and when
defining the role of the Task Force on Cyber Security
Policy, he gave leading role to Pakistan Information
Security Association (PISA) under Senate Defence
Committee.
Subsequently in July 2013 PISA and the Senate Committee
on Defence organized a policy seminar on “Defending
Pakistan through Cyber Security Strategy” for civil
society representatives, government officials, ministries,
academia and media. In the seminar, Ammar Jaffari,
President of PISA highlighted that, “as a global best
practice to achieve desired results Pakistan need to have
a road map which can only be achieved under a National
Cyber Security Policy.”
The seminar was well received. Senator Mushahid Hussain
formulated the Cyber Security Task Force and a 7-point
Action Plan was proposed.
●

●

●

●

●

●

●

Figure 1. Senator Mushahid Hussain Sayed spoke at the Cyber
Secure Pakistan International Conference
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Enacting cyber security law
Establishing government policy to combat cyber security
threat similar to other national security threats
Establishing a National Computer Emergency Response
Team (PKCERT).
Establishing a Cyber-Security Task Force incorporating
multiple government agencies and the private security
sector to formulate the Cyber Security Strategy.
Establishing an Inter-Services Cyber Command to
coordinate cyber security and cyber defence for the
Pakistan Armed Forces.
Initiating talks with member states in the South Asian
Association for Regional Cooperation (SAARC) to
establish acceptable norms of cyber security to avoid
cyber warfare.
Organizing a special media workshop to promote cyber
security awareness among the public and opinion leaders

A Publication of Professional Information Security Association

PISA

Journal

Professional Information Security Association

Cyber Security Initiative in Pakistan

concept paper was prepared by a working team and was
receiving comments.

Progress of Cyber Security Initiative
●

The Pakistan Research Centre for Cyber Crimes (PR3C)
has been established as component of National CERT in a
reputed university of Pakistan.

Public awareness
●

●

Figure 2. Cyber Security Task Force of Pakistan meeting held in the
Islamabad office of PISA in July 2013.

Country-wide cyber security awareness campaign is
organized by PISA and other public/private organizations.
Year 2014 is commemorated as the year of “Cyber
Secure Pakistan”.

In January 2014, the Cyber Secure Pakistan 2014
Conference will be held with the theme "Multi-Stakeholder
Collaboration to Combat Cyber Crimes" in Islamabad. If

The Cyber Security Task Force of Pakistan held meetings
since July 2013 on planning and had formed subcommittees
to realize the plans. It was emphasized that cyber security is
a shared responsibility and needs close partnership between
Government, public/private sector, law-enforcement
agencies, academia and international stakeholders.
As of September, we are seeing the cyber security policy
formulation progressing substantially.

http://cybersecurepakistan.com

Legislation
●

you are interested in the CyberSecure Pakistan campaign
you can follow this URL:

The draft of Cyber Security Act was presented to the
Senate Committee on Defence on the Independence Day
on 14 August 2013 for review
Syed Talha Habib 

Policy
Copyright &
Disclaimer

●

●

Copyright owned by the
author. This article is the views
of the author and does not
necessarily reflect the opinion
of PISA
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The Cyber Security Strategy and Policy was to be
finalized 31 December 2013.
Civil society, finance sector and defense sectors are
giving opinions on the drafted paper.

PK-CERT
●

PISA-CERT leads the establishment of the National
Computer Emergency Response Team (PK-CERT). The
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Snapshot
We Share. We Progress.

Android Security X-Ray Workshop (26-Sep-2013)

Our Mobile Security SIG members Jim
Shek, Roy Law and Frankie Wong shared
their analysis in the workshop and then it
was opened to the floor discussion.

Universal DDoS Mitigation Bypass (Black Hat Reload for PISA) (29-Aug-2013)

Tony Miu, Albert Hui and Wai Leng Lee of the
Bloodspear Research presented their research on DDoS
mitigation bypass techniques. It was a very interesting
and thought provoking evening.
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PISA AGM, Election and Theme Seminar (17-Aug-2013)
Theme Seminar
Mr. Daniel Chui, Chairman of ASIS International Hong Kong Chapter
delivered the seminar “Physical Security for Data Center” before the
AGM. There were many good responses from the floor.

AGM
The fellow members paid attention when
the Chair presented the Business Report
of the Association.

Election of EXCO members
We had a very competitive election with six candidates
competing for 3 seats of the EXCO. The candidates were
very concerned in the vote counting.
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Big Data, Smart Data, Dumb Data and Security Intelligence (27-Jun-2013)
Fred Wilmot, Global Security Practice
Manager for Splunk, presented the use of big
data for security intelligence and how to use
big data smartly. The event venue at

Customs
Headquarters
Auditorium was a great one!

Building

Know your enemy by Honeynet (25-May-2013)
Roland Cheung, Peter Cheung and Frankie
Wong of the HoneybirdHK SIG presented the
some statistics of the HoneybirdHK project, the
interesting projects of other international
Honeynet chapters presented in the Honeynet
Alliance annual workshop. There was a
demonstration of Honeynet tools using
HoneyDrive, and a discussion on Lightweight
honeypot using Rasberry PI.
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電話推銷不良銷售手法的監察、應對與挑戰 (16-May-2013)
hkjunkcall.com 的管理員 William 分享如何建立了有系統
的機制提交資料、進行分析、資料回饋 ，以至面對的種種
問題！由電話不良銷售，以至懷疑不法的來電推銷及個人
資料收集個案，都一一在講座會中分享（原來某某銀行及
電訊商是“萬能 KEY”， 用以來電時博取接聽者的信任，
重而可獲得閣下的個人資料作一些你或許未授權的推廣
活動）！ WILLIAM 與各會員的問與答，打成一遍。

How to use Mediation to resolve disputes in ICT (3-May-2013)
Joseph Leung shared his valuable experience on Mediation.
We are all having a great pocket-earning evening on Mediation
know-how, development, technique and best practices (Dos
and Don'ts) which are even applicable on our daily life
including our working environment and family life.

The Era of Big Data: Challenges and Opportunities

(3-May-2013)

Willy Lai, Co-founder and Business Director of Fimmick shared
different scenarios on using Big Data analytic tools at commercial/
political/education sectors globally and how powerful they can be.
One of the remarkable cases, "Big Data usage with the Obama
presidential campaign" described very precisely how Big Data
analytics helped the Obama campaign gain acknowledgement and
support from specific groups of the US population. We had an
interactive Q&A session with Willy discussing some issues with
Internet Security on Big Data Application and Development.
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The Editorial Board

SC Leung

Joyce Fan

Ian Christofis

CISSP CISA CBCP

CISSP CRISC CISA

CISSP

We welcome Ms. Joyce Fan and Mr. Ian Christofis joining the
Editorial Board in September 2013. We are committed to improving
the quality of this professional publication.
You can contribute to PISA Journal by:
●

●

Joining the Editorial Board
Submitting articles to the next issue of the Journal

SC Leung,
Chief Editor
editor@pisa.org.hk
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Congratulations !!!
Anthony Lai was the Honouree of (ISC)2 ISLA APAC 2013 in Senior Information
Security Professional category.
Anthony is a security research and pen tester. He founded Valkyrie-X Security Research
Group (VXRL) since 2009 and published various security research and presentation in
international security conferences including AVTokyo from Japan, Codegate from Seoul,
Hack In Taiwan (HITCON) from Taiwan, Blackhat USA and DEF CON.
He was very keen to promote security awareness to people to defense before the attackers
do via offensive security research, especially web security and OWASP Top 10. He set up
various projects like partnering with Office of the Privacy Commissioner for Personal
Data, Hong Kong to report privacy data leakage cases.

Anthony Lai
CISSP CSSLP SANS GREM (Gold)

Founder and Security Researcher,
Valkyrie-X Security Research
Group (VXRL)

From his experience, many organizations rely too much on security products and patches
and are unware that many creative attacks are able to bypass their typical controls. His
advice to corporations is to understand, learn and build their threat models before putting
various boxes in their network. Corporations should correlate the incident and symptoms.
They should set up threat intelligence to have pre-detection on attacks via Honeypots and
security monitoring.

Peter Cheung was the Honouree of (ISC)2 ISLA APAC 2013 in Information Security
Practitioner category.
Peter is working as the operational security analyst in an IT company. He has led the voluntary
project HoneybirdHK which is the Honeynet project Hong Kong Chapter for seven years within his
leisure time. He was surprised to be nominated in the first moment as all he did was out of interest
only. He liked to share the project outcomes and statistics with people as well as students who are
interested to learn more about deceptive security technology.
Peter enjoyed the experience attending the Honeynet annual workshop where worldwide members
meet, having intensive workshop, chapter report, tools demonstration, idea sharing, chit-chat,
beer……. Every member was full of passion and innovation. The members were coming from
academia, security company, government or self-employed. Some of their works were even funded
and sponsored. Peter was jealous that many could can blend Honeynet together with their daily work.

Peter Cheung
CISSP CISA

HoneybirdHK SIG Leader
Professional Information Security
Association

Page 48 of 50

After years with Honeynet, Peter is exploring a breakthrough for the Honeynet project. Upon the
growth of the Internet, cloud computing, smartphone…... the boundary of Honeynet or Honeypot is
obscured. It needs to work with log correlation, big data, forensic, reverse-engineering, encryption,
visualization…etc, to create a valuable deliverable.
Today, he feels very lucky to do what he likes to and finds it a bonus if it can contribute to the
community.
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Mike Lo was the Honouree of (ISC)2 ISLA APAC 2013 in Senior Information
Security Professional category.
Mike is the CEO of Cloud Computing Security Limited and Vice Chairperson of PISA. In
the PISA Mobile Security SIG he worked on NFC security research. He promoted NFC
security by publishing research findings, and delivering awareness education seminar and
workshop. (https://www.facebook.com/events/214243622051257/). The program
successfully attracted attentions with a lot of positive feedback
Mike regards BYOD （Bring Your Own Device) a challenge to corporations. Information

Mike Lo

security professionals have an important role to play to help business operation to pay
more attention not only on information systems but also mobile devices that access
business information.

CISSP CISA CCSK

Vice Chairperson
Professional Information Security
Association

SC Leung received the President’s Award of (ISC)2 2013.
SC is the Senior Consultant of HKCERT. He supervises the security incident response team
and coordinates with local and overseas parties. He was the Founding Chair of PISA,
leading several community projects in his term of service, including the Wi-Fi War Driving
Security Survey and School Security Assessment Survey. He continually contributed to the
community with public awareness education. He served (ISC)2 in Safe and Secure Online
Program, in the Chinese CISSP translation review, and efforts in forming the (ISC)2 Hong
Kong Chapter, and volunteering on the ISLA Nomination Review Committee.

SC Leung
CISSP CISA CBCP

Founding Chairperson,
Professional Information Security
Association
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SC thinks that the information security community is a valuable asset of Hong Kong. The
global security threats of the Internet has been escalating and information security
professionals can turn it into an opportunity for Hong Kong. If we can surf over the
challenge, making use of the strength of Hong Kong as a international information hub and
financial centre, the most vibrant mobile and Internet city, we have a good chance to be a
leading information security city. Hong Kong has to better develop our information security
education especially the graduate programs. Corporations should be more proactive in
detection of unknown attacks, setting up computer security incident response team and
conducting drill exercise.
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Vision
to be the prominent body of professional information security practitioners, and utilize expertise and

PISA

Successful Career

Be up-to-date and be more
competitive in the info-sec
community – line up yourself
with the resources you need
to expand your technical
competency and move
forward towards a more
successful career.

Many Ways

Networking

Continued Education

Enjoy networking and
collaboration opportunities with
other in-the-field security
professionals and exchange
technical information and ideas
for keeping your knowledge up
to date

Check out job listings
i nf o r m at ion p r o vi de d b y
members. Get information on
continuing education and
professional certification

Sharing of Information
Find out the solution to your
technical problems from our
email groups and connections
with our experienced members
and advisors.

Enjoy the discounted or free
admissions to association
activities - including seminars,
discussions, open forum, IT
related seminars and
conferences organized or
supported by the Association.

You Can Benefit

Membership
Information

Enquiry email:

Realize Your Potential

Professional Recognition

Develop your potentials and
capabilities in proposing and running project
groups such as Education Sector Security,
Mobile Security, Cloud Security,
Honeynet, Public Policy Committee and
others and enjoy the sense of achievement
and recognition of your potentials

Benefit from the immediate access
to professional recognition by
using post-nominal designation

Membership Requirements

membership@pisa.org.hk

Type

Fee (HK$)

Qualifications

Relevant Experience

Full

500

3 years Info-Sec working
experience

Associate

300

Recognized Degree in Computing
discipline, OR other appropriate
educational / professional qual.
Tertiary Education

Affiliate

300

Student

Free

Membership
Application Form:
http://www.pisa.org.hk/
membership/member.htm

Info-Sec related experience

Interested in furthering any of the
objects of the society
Full-time student over 18 years old

Nil
Nil

Code of Ethics:
http://www.pisa.org.hk/
ethics/ethics.htm
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•
•

Relevant computing experience (post-qualifications) will be counted, and the recognition of professional
examinations / membership is subject to the review of the Membership Committee.
All members must commit to the Code of Ethics of the Association, pay the required fees and abide by
the Constitution and Bylaws of the Association
An Organization for Information Security Professionals

