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actively participating in advisory committees 
initiated by various government departments 
to provide our advices and counsel on 
information security related public policies. 
Internationally we have built up links and 
collaboration with overseas infosec 
organizations.

The Unique Spirit of PISA

The above achievements should not only be 
attributed to the passion of a small group of 
founding members, the efforts of the executive 
committee or program committee, but also the 
great continued supports from all the members. 
Without these critical factors, the success 
stories cannot last long. We have a very 
unique and responsive membership. I am 
totally impressed by the interaction in our 
member forum and the high percentage of 
members joining our projects and program 
committee. Participation is the PISA spirit.

PISA has entered into her 5th year. Not only 
should this story continue, it should be better 
and more colorful with the injection of new 
elements and new ideas. September 24, 2005 
is the date scheduled for PISA annual general 
meeting and election for new executive 
committee members. It is the time for you to 
Vote for the best candidates who will bring 
PISA to another height!

Take the Challenge

I would also like to challenge you to take the 
initiative to write a better story of PISA. Your 
courage to participate as a Candidate in the 
election definitely contributes to the success of 
PISA!

25-Aug, 2005

Entering into the 5th Year

I remember it was a hot summer Saturday 
afternoon. Together with other IT professionals 
and guests, we witnessed a 100% local born 
organization for information security 
professionals. Since July 28, 2001, we have 
PISA in Hong Kong.

Unlike most of the other international IT or 
Infosec professional associations who have 
well-established local chapters in Hong Kong, 
PISA started from scratch fours years ago. 
Although there was no foundation fund, no 
resource provided from multinational 
organizations, no commercial sponsorship, 
etc., PISA had her own building block. It was 
the Passion. Yes, it was the strong desire of 
the founding members to build a prominent 
body for professional information security 
practitioners and the strong desire to utilize 
their expertise and knowledge to help bring 
prosperity to the society in the Information Age, 
that is driving us forward. Now it has been four 
years after her establishment, I can tell you 
with full confidence that PISA has made it!

We did it!

Over the past few years, PISA has 
successfully built up an image, from the 
perspectives of IT sector, corporations, 
academia, government or even the general 
public, as the de facto representative body of 
local information security professionals. Just to 
name a few achievements, PISA has been 
annually organizing more than 10 self-
produced/originated information security 
related events such as technical seminars, 
studies, workshops, visits, surveys, etc., for 
members as well as for the community. Our 
surveys and studies had been referenced by 
local and international bodies. PISA is also

Andy Ho CISSP CISA CISM
Chairperson

Your        articipation is the Key
to        ISA SuccessPP
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Introduction

PISA cooperated with four major information security associations in Hong Kong and the Office of Sin Chung Kai 
Legislative Councillor to organize the first Professional Perspective on Information Security Development in Hong 
Kong survey. The survey was conducted in April to June of 2005. Over 170 members of IT industry with IS professional 
qualifications participated in this survey. In this article we highlight the major findings of the survey.

Comments on Specific Areas

There are several specific areas where the respondents have clear inclinations.

(1) The professionals do not see a comprehensive and long-term information security (IS) policy in Hong Kong.
- 66% of the respondents disagree or strongly disagree that Hong Kong has a long term security policy.

(2) The professionals do not see a clear division of labour and collaboration among Government departments.
- 70% of the respondents disagree there is a clear division of labour.

Infosec Development 
in Hong Kong

Organizers:  PISA
HKCS ISSG
ISACA 
ISFS
ISSA
Office of C.K. Sin, Legco Councillor  (IT)
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Proposition:
There is a comprehensive and long-term IS policy in 
Hong Kong 
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Proposition:
Concerning the IS of Hong Kong, the public can see a 
clear division of labour and collaboration among 
Government departments 

HKCS ISSG
Hong Kong Computer Society  
Information Security Specialist 
Group

ISACA
Information Systems Audit and 
Control Association

ISFS
Information Security and 
Forensics Society
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Information Systems Security 
Association

WTIA
Hong Kong Wireless 
Technology Industry 
Association
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(3) The professionals are also critical on the deployment of standards for IT governance and IS in both 
public and private sectors.
- near 70% disagree or strongly disagree the proposition for both public and private sectors.

(4) The professions commented that IS awareness promotion was too low in both business sector (59%) 
and the general public (69%).

(5) Most professionals commented that government had not provided the soil to fertilize the IS 
professional development, in terms of incentives and enforcement of adoption of certification.

Proposition:
The standards for IT governance and IS (such as 
COBIT and ISO17799) are well-deployed
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- Government providing good incentives for the workforce to 

develop information Security expertise 
- Government enforcing adoption of IS professional certification
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(5) Professionals are less critical on Computer Forensics and Law Enforcement. But still, over half of 
the professionals considered the computer forensics facilities and law are insufficient to cope with 
the current crime.

Overall comment

Majority of professionals believed that general development of information security (IS) in Hong 
Kong is unsatisfactory (63%), and that the resources allocated by the Government to IS development 
are not enough (79%). At the same time, they see the information security threats to both business and 
home users as high. Only half of the respondents (51%) regarded Hong Kong competitive in IS when 
compared other regional economies.
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Propositions:
- HK has sufficient computer forensics facilities 
- HK has sufficient anti-cybercrime law
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What are most important issues to be tackled?

Professionals prioritized a number of important issues. In order of popularity, they are: 

(1) Promoting/facilitating adoption of IS standard in public and private sector, 
(2) Promoting more IS awareness in the community
(3) Setting up IS Committee composed of multiple departments & expertise from IS industry 
(4) Government playing a more active role in IS, and 
(5) Allocating more resources in R&D in IS.

91% 87% 81% 79% 75%

0%
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40%

60%

80%

100%

Promote IS
standards
adoption

Promote IS
awareness

Set up IS
Committee
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Allocate more
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No idea

Disagree or
Strongly
Disagree

Agree or
Strongly
Agree

Conclusion

Since the survey sample was on the IT and IS sector, we did not intend to generalize it as the opinions of the 
general public. Yet we should not downplay the value of the survey. Whether you agree or not, this survey 
reflected the views of IS professionals who possess the expert knowledge and analytical mind to comment 
on the issues of the IS development of Hong Kong. The result of the survey supported the discussion paper 
the organizers submitted to the Government in May 2005.

HKSAR Government has set up a Special Task Force on Information Security under the Digital21 Strategy 
Advisory Committee (D21SAC). The body is comprised of representatives of Government, Hon. C.K. Sin, 
public bodies, business sector and the IS professional organizations (PISA was among them). The report of 
the survey was submitted to this task force for consideration.

The task force had its first meeting in July 2005. The agenda covered more or less the paper and the issues 
mentioned in the survey. We still have half to a whole year for the discussion to precipitate to solid 
proposals to the Government. Let us keep our ears up.



Professional Information Security Association

Page 8 of 36 An Organization for Information Security Professionals

IssueIssue 2
SEP-2005

P 
I S

 A
   

   
 J 

o 
u 

r n
 a

 l 
P 

I S
 A

   
   

 J 
o 

u 
r n

 a
 l 

Introduction

In December 2004 and January 2005, Professional Information Security Association (PISA) and Hong Kong Wireless 
Technology Industry Association (WTIA) jointly conducted the “War Driving 2004-2005” field survey along the classic 
tramway of Hong Kong Island and in the scenic Victoria Harbour. The objective of the survey was to study the status of 
Hong Kong WLAN security and arouse the public awareness in securing the use of WLAN. A Code of Ethics mandated 
the obligation of the two associations and the reporter to conform to a non-intrusive study and a responsible disclosure of 
information.

The results were benchmarked against that of two previous studies conducted by PISA in 2002, and by PISA & WTIA in 
2003 to plot the historical profile of Hong Kong WLAN security development. The results were also benchmarked 
against an international war driving study to provide a global perspective to the Hong Kong development.

We provide a summary of the findings in this article. The Full Report of this study (26 pages) is available at the 
following URL: http://www.pisa.org.hk/projects/wlan2004/wd2004full.pdf.

Code of Ethics

The organizers and the reporter signed on a Code of Ethics to take care of the security and privacy issues.

From Sea 
to Land

• Our objective of the War Driving is to study the 
WLAN security status and compare it with the 
previous results, and to arouse the public awareness 
in WLAN security. 

• We do not publicize the exact location and identity 
of any discovered AP. If such information appears 
in photos or other forms, such information will be 
fully masked. 

• We do not connect to the IP network of any 
insecure AP to further explore their vulnerability. 

• We do not interfere / jam any wireless traffic. 

• We limit to the scope we state above only. 

Organizers

Signing of the Code of Ethics [From left]: 
Ken Fong (WTIA), Jeff Chung (e-Zone), Alan Tam (PISA)
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The war driving team was 
equipped with notebook computers 
and antenna, running the 
Netstumbler software. The War 
Driving was conducted on a tram 
running at a moderate speed (30-
50 km/h) in the middle of the road, 
allowing very good coverage of 
signals from the both sides. The 
whole trip was divided into two 
routes. Route A (from Kennedy 
Town to Causeway Bay) was used 
to compare the results with years 
2002 and 2003. Route B is an 
extension (from Causeway Bay to 
Shau Kei Wan) and is skipped in 
this summary.

Part I: War-Tramming (Tramway War Driving)

Route of  War-Tramming

From Sea to Land
- Wireless LAN War Driving Survey 2004-2005

Summary of Survey Findings

The study was divided into two parts. The first part is a re-run of the War Tramming of previous years for trend analysis. 
The second part is the War Sailing to study the long distance wireless LAN discovery and connection.
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Trends of year 2002-2004
A comparison of War Tramming Results of Years 2002 to 2004 is tabled below. 

From the table, the following conclusions were drawn:
(1) There was another great leap in the deployment of WLAN. The number of detectable deployment in 2004 along 

the tramway has increased by 95% when compared with the previous year. 

(2) Security configuration of WLAN continues to improve by year and on small steps. More people were using 
WEP/WPA encryption. This is a good sign of people taking measures to protect their network. On the other hand, 
many APs were still using the factory setting of SSID. The use of default SSID could imply that the owners of the 
APs might not have changed other default settings like the administrator password. A hacker can try to associate to 
the AP and get administrative access without much difficulty.

Results of Hong Kong versus World Wide War Driving (WWWD)

(1) If the number of detected AP reflects the growth of WLAN implementation, the growth in adoption of WLAN in 
US and Europe in the past three years was much faster than in Hong Kong. 

(2) If we compare the security profile, we can see that in both studies, the use of WEP/WPA encryption was 
improving. Hong Kong started off with a lower percentage than that of WWWD but had caught up in 2004. For 
use of default SSID, we tried not to give any inference because we could not confirm whether the definition of 
“default SSID” in the two studies are identical.

WWWD Growth Rate
PISA & 
WTIA Growth Rate WWWD

PISA & 
WTIA WWWD

PISA & 
WTIA

2002 24,958 -- 187 -- 72.07% 77% 35.27% 51%
2003 88,122 353% 474 153% 67.74% 69% 27.38% 39%
2004 228,537 259% 926 95% 61.60% 60% 31.40% 44%

No. of Detected AP
Without WEP/WPA 
Encryption (%age) Default SSID (%age)

From Sea to Land
- Wireless LAN War Driving Survey 2004-2005

We benchmarked our result with the World Wide War Driving (http://www.worldwidewardrive.org), who had 
coordinated large scale war driving studies around the world, with majority in US and Europe
A comparison of war tramming results of Hong Kong and WWWD in 2002 to 2004 is tabled below. From the table, the 
following conclusions were drawn:

2002 2003 2004
Date 7-Jul-02 5-Oct-03 28-Nov-04
Day

Weather
occasional 

light shower sunny sunny

Antenna
Route

No. of AP 187
474 

(inc. by153%)
926 

(inc. by 95%)
WEP/WPA 
disabled

77% 69% 60%

Insecure 
SSID

51% 39% 44%

Sunday morning

+5dB omni-directional
Route A (Kennedy Town - Causeway Bay)



Professional Information Security Association

Page 11 of 36 An Organization for Information Security Professionals

IssueIssue 2
SEP-2005

P 
I S

 A
   

   
 J 

o 
u 

r n
 a

 l 
P 

I S
 A

   
   

 J 
o 

u 
r n

 a
 l 

The War Driving was conducted on a cruise ferry similar to 
the one in the photo on the right. The war driving team was 
equipped with antennae of stronger gain. 

Global Positioning Systems (GPS) were used in locating 
coordinates in plotting the path of war sailing.

Route of War Sailing

The route of the cruise is a circular trip shown in the map. 
Three points along the path that are distant apart enough 
were chosen as the triangular references for the calibration 
of map. They are: 

Tsimshatsui Pier (starting point), 
Central Pier, and

Wanchai Pier. 

We recorded the number of APs discovered along the path 
of the cruise.

Result
We recorded 1460 unique access points in the round trip. 
AP with WEP/WPA disabled 834 (57.10%)
AP without securing SSID  594 (40.68%)

From Sea to Land
- Wireless LAN War Driving Survey 2004-2005

Part II: War Sailing (War Driving in Victoria Harbour)

2
3

1
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Connection Test

We had arranged an authorized Test AP located on the 30+ floor of a building in Admiralty. We discovered the Test 
AP from the Cruise Ferry when it approached the Central Pier. The horizontal distance between the Ferry and the 
Access Point were estimated to be 620m. Taking account into the altitude of the AP, the absolute distance between 
the AP and the ferry was estimated to be 630m. 

Before taking out a connection test

Authorization must be obtained from the owner of the access point to connect to it. Secondly, the TCPIP network 
setting of the wireless LAN network card must be enabled. Normally, this setting was disabled in war driving to 
avoid IP network connection being made. Thirdly, we had to ensure that the AP was not obstructed from the sight 
from the wireless LAN client in the harbour.

Conclusion of Connection Test

WLAN connection from a distance at a different altitude is totally feasible. We should not take for granted 
that WLAN is secured from hacker out-of-sight! Every effort should be taken to secure the wireless LAN 
network.

We could make a connection successfully with very 
good network performance. 

The signal-to-noise dbm chart indicated a strong and 
steady signal (the green colour) during the 
connection. 

From Sea to Land
- Wireless LAN War Driving Survey 2004-2005
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Comparative Concentration of WLAN Signals along the coast

 copyright PISA & WTIA, 2005 

From Sea to Land
- Wireless LAN War Driving Survey 2004-2005

Global Positioning System (GPS) is very useful in war driving. Netstumbler can work with GPS to provide the locational 
information of the surveying.

[1] There were overlapping. An AP might be detectable in more than one zone and contributed to the 
statistics of all those zones. The numbers added up were more than the total number of unique APs.

Netstumbler log showing the latitude and longitude of surveying points along the 
war driving path. The data was fed in by a GPS device connected to the PC.

Global Positioning System (GPS) can also work with mapping software tailored for WLAN surveying. We plotted a 
chart on the comparative concentration AP signals along the track. We divided the whole route into seven zones. The 
number marked in each zone is the number of APs whose signal can be detected in that zone.[1] We can see that 
Wanchai and TST areas had the highest concentration of AP signals, followed by Central and West TST, then 
Causeway Bay and Hung Hom and finally North Point.
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– A Systemic View

A short history of computer 
insecurity

Over the past three decades, the information security 
domain has evolved and changed in many ways, along 
with the development of computing technology. From 
the early 1970s to mid-1980s, we observed a period of 
discovery, whereby the notion of Trojan programs, 
worms, and viruses were defined, and demonstrated as 
viable virtual life forms on computer systems and 
networks, respectively able to hide code under the shield 
of trusted programs, traverse across network of 
computers, and replicate from one program to another 
within a computer system or between them. As 
computing technology evolved with the proliferation of 
networking and Internet connectivity, computer users, 
developers, engineers, and the likes began to experiment 
with these virtual life forms on the latest networking 
infrastructures, platforms, and applications, and at times 
releasing them by mistake, or exploiting them 
intentionally, causing systems disruptions and 
information corruptions. However, the losses incurred 
are considered insignificant as compared with recent 
incidents.[1]

Criminal exploitation

Over the past 10 years, Trojans have evolved with 
special characteristics, giving rise to new malicious 
forms such as Spyware, Bots, Rootkits, and Zombies. 
Viruses and worms began to combine their capabilities, 
and leverage new communication technology, including 
emails, instant messaging, and peer-to-peer systems (e.g., 
file sharing and web services) to propagate at a much 
faster and swifter to reach a large population of users. 
These virtual life forms, known collectively as Malware, 
exploit software vulnerabilities to infect and spread in 
computer systems and networks, like epidemics in the 
human biological systems. 

Cyber perpetrators also discovered that they could 
leverage weaknesses in emails and electronic commerce 
systems and created new techniques like SPAM and 
Phishing in conjunction with Malware, to capitalize from 
affiliation programs supported by online advertising

agencies, steal users’ identity information, and conduct
fraudulent activities such as denial of services extortion 
to gain lucrative financial returns for their exploits. 
Every year, we see more significant cases of breaches 
and losses. In early 2005, the personal data aggregator, 
ChoicePoint [2], reported a compromise of more than 
145,000 records of personal data, resulting in their stock 
price tumbling down by more than 25% (or US$910 
million in market capitalization) within a period of three 
months. Shortly after, LexisNexis, HSBC, Time Warner, 
Bank of America, MasterCard, and many others also 
reported losses in personal and financial data. 

Financing vulnerabilities 
discovery

In an attempt to address the issue of vulnerability 
exploitation for fraudulent gains, recently, some security 
companies have initiated a scheme to pay for newly 
discovered vulnerabilities to hackers and security 
researchers in order gain the first right to know (and use) 
them, so that they can re-package the vulnerability 
information as part of their services that end user 
organizations would pay for.[3],[4],[5] Others are also 
formalizing schemes in the name of getting the hackers 
to the free market economy and a way to discover zero-
day exploits before the bad guys.[6] The questions of 
legitimacy and morality of such practices remain to be 
answered. Whether such scheme will eventually reduce 
attacks and breaches remain to be seen. 

Managing Information Security 
Risk

More importantly, there is clearly a growing cyber 
security risk that needs to be addressed and managed in 
order for us to reap the benefits of IT in the business and 
at home. The current methods and practices in 
developing, deploying, and operating information 
systems and networks need to evolve to a new level to 
increase their resiliency and responsiveness to emerging 
attacks, protect personal and confidential information in 
view of changing risk conditions, and ensure reliability, 

Meng-Chow Kang CISSP CISA
Guest Contributor*

• Mr. Meng-Chow Kang is currently the Chief Security & Privacy Advisor of Microsoft Asia 
Pacific
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operating to the expectation of businesses and users. In 
many regards, people need to be trained, competency 
improved, and new security technology innovated to
to provide for a trustworthy infrastructure where the 
businesses and home users can rely upon. However, 
information security risk managers continue to face 
challenges justifying for resources and investments to 
address them, as business managers often could not see 
the correlation of their investments in information 
security to the changing risk environment. Most 
businesses spend on security out of fear, uncertainty, and 
doubt (FUD), regulatory compliance, and/or when losses 
and damages have been incurred. This paper discusses 
the use of a system approach to help in closing this gap.

Justifying information security 
investments and actions 
through a causal analysis of 
information security system

One possible approach to provide a greater understand-

ing of the situation that we are in today and justify for 
investments and appropriate actions is to take a systemic 
or causal view of information security, scoping the 
subject as a system for analysis. Figure 1 shows one 
possible view. This empirical view may not be the most 
complete, but it captures the essence of the information 
security system and the related attributes that are 
sufficient for the purpose of this discussion. 

The dotted (red) lines show a negative influence along 
the direction of the arrow head. The solid (blue) lines 
show a positive influence. The plus (+) and minus (-) 
signs at the beginning and end points of each arrow 
show the respective increase and decrease of each point 
in the system. For example, an increase (+) in 
undesirable behaviors would lead to an increase (+) in 
the number of weak systems, and vice versa; but an 
increase (+) in education activities would lead to a 
decrease (-) in undesirable behaviors and consequently, a 
decrease in the number of weak systems. In the interest 
of space and aim of this paper, we will leave the readers 
to examine this diagram in greater detail, but focus our 
discussion on some of the key observations resulting 
from analyzing this view of the information security 
system.

Information Security – A Systemic View

Weak
Systems (WS)

Undesirable behaviors (UB)
• Carelessness
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Figure 1: A causal view of information security system
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cultural context of the society. Inadequacy in any of 
these areas means that the UA will be tolerated or 
largely disregarded in the society, therefore leading to 
more UA. Investments in LEPE initiatives and programs 
are therefore a key attribute to balance the information 
security system. 

From a system perspective, the increase in UA would 
also leads to an increase in losses and damages (LD). As 
said earlier, this then prompt the businesses to invest 
resources in information security. Similarly, when less 
WS results from the decrease in UB and UA, there will 
be less or no LD incurred. This may lead to a view that 
investment is no longer necessary, resulting in 
decreasing ECDR and LEPE activities, and go back to 
where we all begin. 

Traditionally, as shown in Figure 2, businesses mostly 
think about their resource investments in terms of the 
business values. An increase in investment is often 
justified by an increase in business value, and when the 
outcome is negative, they reduce the investment. 

When we look at the history of insecurity, and criminal 
exploitation of vulnerabilities, we focus on the issues of 
“undesirable activities” (UA). One of the plausible 
causes of UA like hacking, theft, and frauds is the 
presence of weak systems [7] (WS), without which, 
there’s no target to exploit. Keeping information systems 
secure is therefore fundamental to reducing UA. 

What contributes to the existence of weak systems? WS 
results from a list of “undesirable behaviors” (UB) in 
computer systems design, development, implementation, 
operation, and usages. When the different parties 
involved in the lifecycle of a computer system, from 
design to disposal, do not pay attention to security 
requirements and protection, we end up with weak 
systems. The cause of these UB can be traced to the lack 
of education/training, competency, due diligence, due 
care, and/or simply no reward to behave well (ECDR). 
ECDR activities and their effects are often long term, 
and needs continuous resource investment (RI). 
However, as highlighted earlier, organizations often do 
not see the benefits and under invest in ECDR, until 
losses/damages (LD) were incurred, impacting the 
business and/or reputation. With incidents like Enron 
and Worldcom, some regulators (like the Stock 
Exchange in the United States) are beginning to use laws 
(such as the Sarbanes-Oxley Act), regulations, 
enforcements, and ethics (LEPE), to mandate resource 
investments (RI) for ECDR programs and activities to be 
implemented to reduce if not eliminate undesirable 
behaviors and weak systems. Massive viruses and 
worms attacks such as NIMDA, and Code Red, which 
caused significant losses/damages to end users, business 
organizations, governments, and technology providers 
had also prompted a change of emphasis in security 
education, competency, and innovation, like the efforts 
of the Microsoft’s vision of Trustworthy Computing. [8]

The other aspect of undesirable activities (UA) relates to 
the questions of whether laws and regulations are in 
place and adequate to address them, whether the law 
enforcement officers are able to enforce those 
laws/regulations from a capacity and capability 
perspective, whether the penalties imposed are adequate 
to deter such crimes, and whether the conduct of such 
undesirable activities are ethically acceptable in the

Information Security – A Systemic View

Resource
Investment (RI)

(+ )

(+ )(+ )

(+ )

(-)

(-)
(-)

(-)

Business Values
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Figure 2: Traditional system of business investment 
focusing only on the outcome of business value 
creation
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Organizations that have no encounter with 
significant security incidents or breaches often 
assume this view and felt safe, disregarding the 
presence of undesirable activities that could 
impact the business values. In the business world 
today where we rely heavily on the 
trustworthiness of IT, we need to take into 
considerations the influence of undesirable 
activities and behaviors that are both internal and 
external to the organization. Resource investments 
directing at reducing UA and UB (as shown in 
Figure 3) are therefore becoming more important 
and necessary in order to bring about positive 
business values.

Instead of waiting for more losses and damages to 
trigger an increase in RI for ECDR and LEPE, we 
need to take proactive steps to sustain the 
investments in order to keep the system balanced 
with the positive (solid-blue) outcome cycle 
running instead of the negative (dotted-red) 
outcome cycle.  Lower or no LD will result in 
sustaining, if not increasing the business value of 
IT, since the information systems are secured and 
protected, and able to deliver the business needs at 
its optimum level of performance, quality, and 
reliability. By keeping a healthy level of RI for 
ECDR and LEPE, the information security system 
will therefore operate in a balanced condition 
whereby the risks of attacks will be managed. 

Figure 3: A new system view on the relationship 
between Business Values, Resource Investments, and 
Undesirable Activities/Behaviors

Conclusion

In a capitalist society, the economic drivers, or so called hidden hands are often more powerful than the 
technological or scientific research and solutions that we put forward to resolve information security issues 
and challenges. In fact, there are already many security solutions available today to address and manage the 
current security risks. The challenge is often in the justification for investing the resources to acquire and 
deploy them. The systemic view of information security shows the business a comprehensive model on how 
its investments will drive towards improving good behaviors and reduces undesirable activities and weak 
systems, and through them, derives the true business values of their IT investments. Using the causal 
diagram, we can also see the other side of the coin clearly, whereby a lack of resource investments will 
ultimately benefit the perpetrators of crimes.
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 l Be Prepared for the Next Pandemic 

Introduction

The recent developments of the H5N1 Avian Flu in Asia has aroused much concerns 
about whether it will become the next epidemic impacting countries in the region, or even 
a pandemic on the global scale. Experts agree that another influenza pandemic is 
inevitable and possibly imminent. The World Health Organization has recently advised 
that there is a 30% to 40% chance of an influenza pandemic occurring in the next 10 years. 
In a worst –case scenario, up to 20-25% of the world population may be affected with a 
mortality rate of up to 50% of those affected. With pandemic in such a large scale, all 
activities in the affected countries may possibly come to an abrupt halt, creating serious 
social and economic impacts. Therefore, it is important for both the public and private 
sectors to draw up contingency plans now to prepare for the worst. For the context of this 
article, we will only look into the issues from the prospective of the private sector.

Graham Lee Tat-Hung CBCP
Guest contributor*
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How to prepare the Pandemic 
Contingency Plan?

Many people may ask, “Can I use my existing BCP plan 
for handling the pandemic contingency?” BCP plans of 
most corporations now are still premises orientated – for 
buildings outage and primary systems and applications 
not accessible. Some may be scenario based, but 
epidemic / pandemic may not be included as one of the 
scenario. 

Epidemic / pandemic contingency plans are in fact 
people orientated – premises still remain intact while 
systems and applications are running as normal. The 
necessary staffs for running the business may not be 
available, because of infection, suspected infection / 
quarantine, or fear of infection. The plans have to 
incorporate risk mitigation measures of reducing 
interaction between people so as to reduce the chance of 
massive infection among the staff, how to deal with key 
staff become unavailable out of infection, such as 
succession planning, etc. We may use the existing BCPs 
as the framework, but flexibility has to be provided to 
cope with the real situation. Below are some of the 
differences in the planning parameters of Pandemic 
Planning from the usual BCPs:-

Long duration of the disruption

In premises / systems outage, the crisis assessment team 
should more or less have an idea of how long it takes to 
have the premises / systems recovered, when they can 
reenter into the premises after the incident. The duration 
may vary from 6 weeks up to half a year, when the 
whole premises could be rebuilt even from scratch. 
Under these assumptions, resources are devoted to 
recover critical business processes only, and non-critical 
processes are expected to resume, only after the premises 
/ systems recovered. However, for an epidemic, nobody 
can tell how long it may last. The SARS episode in 2003 
had lasted over a period of 5 months. Experts have 
estimated it may take one to three years for the H5N1 
vaccine to be developed and have sufficient doses 
produced to facilitate the human

population to immunes from the disease. Processes not 
considered critical may also become critical if not being 
handled in such a long period of time. Thus, Pandemic 
BCPs have to cater not just for critical business 
processes, but for all business processes.

Reduce face-to-face interaction of 
staff members

Under the usual BCPs for premises outage, critical staffs 
are identified for performing certain tasks at their 
designated alternate locations to resume critical business 
processes. Alternate locations may be a backup office, a 
temporary office in the hotel function rooms or the 
business center, where groups of staff may work together. 
However, for pandemic contingency, staff may be 
exposed to risk of infection when commute from home 
to the place of work. If one of the staff was infected, he 
or she might infect other staff members working in the 
same office. As such, the strategy of splitting people to 
work in different offices (such as primary office, 
recovery site, and temporary offices in hotels or business 
centers) can mitigate the risk in a scenario where certain 
staff in one office got infection, since the other offices 
can still function. But how many baskets of eggs 
(alternate offices) can you have? In general, people feel 
their own home to be the safest place although it may be 
impossible for them not going out for food and other 
necessities. Thus, work-from-home may be the primary 
strategy for maintaining the running of the daily 
operations.

Succession Planning

Sound to be sad but realistic. Under a pandemic, you 
cannot rule out the chance that one or several of your 
staff members being infected or quarantined. As such, 
succession plans for key staff performing each process 
or function have to be identified. If the unfortunate did 
happen, you have identified the backup staff to take up 
the critical processes. Of course, HR has to help the 
infected staff and their family.

Be Prepared for the Next Pandemic
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Technology Concerns

As mentioned above, work-from-home seems to be the 
primary strategy for a Pandemic Contingency. However, 
the arrangement will also put a lot of pressure on the 
technology side. For secured access for those working 
from home, the company may have to set up a Virtual 
Private Network (VPN) service if they have not got one. 
For those companies that already have the setup, the 
increase demand of remote computing may require a full 
review of the infrastructure such as bandwidth and 
servers capacity of the existing VPN in order to 
accommodate the increased user accesses.

Conclusion

It is always good to think for the worst. The individual 
private sector pandemic plans are commendable efforts, 
however, the plans must be coordinated and together 
with the plans of the public sector, to form a detailed 
operational blueprint for how to get a population through 
one to three years of a pandemic. Nevertheless, 
resilience is the real key to crisis management of the 
Next Pandemic. 

* Be Cautious – it could be a man-made 
disaster itself if the contingency has been 
overdone *

 copyright Graham Lee, 2005 

How to implement the 
Pandemic BCPs?
Different industry may have different considerations in 
implementing their Pandemic BCPs which result in 
different risk mitigation strategies. Below I outline some 
of the factors that have to be taken care of in the 
implementation.

Human Factors

People will certainly think of their own well-being 
before think of work. At some point the outbreak will be 
so severe that the staff will not come to work. 
Corporations should provide flu vaccination to the staff, 
so as to relief them a bit from the concern and contribute 
to their work. In the absence of vaccine for H5N1 
(despite of the news that US has achieved successfully 
human tests on a French-developed vaccine, the road is 
still far from producing sufficient vaccine for the world 
population), flu vaccination for the staff will reduce the 
chance for them to get the usual species of human 
influenza, hence provide some sort of comfort. 
Provision of antiviral medicine can be another possible 
weapon against influenza. When taken during the time of 
exposure to influenza, antivirals have prevented 
individuals from becoming ill. They have also reduced 
the severity of illness and subsequent complications 
when taken within 48 hours of onset. Although there is 
no data for H5N1, it is assumed antivirals would also 
prevent H5N1 infection if taken before exposure. 
Nevertheless, local medical regulations must be 
observed and the provision of the medicine should be 
through the proper channels.

Be Prepared for the Next Pandemic

Epidemics and pandemics refer to the spread of infectious diseases among a population. A pandemic is normally used to 
indicate a far higher number of people affected than an epidemic, and a pandemic refers to a much larger region affected. In 
the most extreme case, the global population is affected by a pandemic. For example, SARS and H5N1 Avian Flu are 
highly infectious Pandemics.

Difference of an Epidemic and a Pandemic
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Three Factors of 
Authentication
Three Factors of 
Authentication

Two-Factor Authentication in
Hong Kong Internet Banking

Background

The drastic increase of phishing and fraudulent cases (51 
fraudulent banking websites and 30 cases since 2003 to 
May 2005) reminds us the needs of adopting a stronger 
authentication method when using Internet banking 
services.[1] The traditional single-factor method of user 
ID and password is nowadays not secure enough for 
high-risk transactions e.g. unregistered third-party fund 
transfers/payments or updates of clients’ sensitive 
information like mailing address.   

On 23 June 2004, the Hong Kong Monetary Authority 
(HKMA) endorsed the consensus of the e-Banking 
Working Group of Hong Kong Associations of Banks 
and recommended authorized institutions (AIs) to offer 
two-factor authentication, as a minimum standard, for 
high-risk transactions to their retail Internet banking 
customers as an option. HKMA expected AIs to 
complete the implementation within a year, i.e. by June 
2005. [2]

The timing of HKMA’s mandatory requirement to use of 
two-factor authentication for Hong Kong AIs was 
perfect because there were other visible threats to online 
banking just a month before their deadline for 
implementation. In April and May of 2005, some banks 
in Hong Kong sent out batches of notification letters to 
their customers, informing them that they are suspected 
to have installed a suspicious software that redirect their 
web traffic to some proxy servers owned by a third party.  
The proxy servers were suspected to use a kind of man-
in-the-middle attack to obtain user entered data via 
supposed secure SSL web forms, including user name, 
PIN (Personal Identification Number) and account 
number.

The Three Factors of Authentication

In general, there are 3 ways that a user can authenticate 
himself/herself, namely, “something a user knows”, (e.g.
a password), “something a user has” (e.g. a key, smart 
card) and “something a user is” (e.g. fingerprint or 
voice).   The use of a combination of these ways can 
improve the level of security. 

Of the three factors, “something a user knows” is of 
lowest cost and easiest to implement, so we can see PIN-
based online transaction systems around today.   
However, it might be leaked voluntarily or involuntarily 
though means of social engineering or online attack.   
“Something a user has” is not so difficult to implement 
and it requires a user to carry something.   It is 
comparatively more difficult to break than a PIN since 
the attacker needs to steal the physical object the user 
carries and the user will be aware if the physical object is 
lost.   “Something a user is” is costly to implement.  
Since the authentication object is a part of the user, it 
cannot be stolen and would be very difficult to fake. 

We can use more than one factor to increase the strength 
in authentication.  Without considering cost, we can 
have all three factors to form the strongest system of 
authentication.  However, it might not be practical in the 
real life situation since it could be too complicated and 
costly to implement and troublesome to use.   Usually, a 
system employing two factors is already strong enough.   
The Immigration Department of Hong Kong deployed in 
December 2004 the automated passenger clearance 
system (e-channels) that authenticates a person based on 
his/her Smart ID card (something a user has) and 
fingerprint (something a user is).   Of course, the use of 
fingerprint is more common in physical access control 
than in online transaction.

Alan Ho CISSP
Program Director

Something a user 
knows

用戶知道的訊息  (通行密
碼 )

Something a user has
用戶擁有的實物  (手機、

保安編碼器)

Something a user is 
用戶身上的生物特徵 (指
紋、掌紋、聲紋和面形 )

Username

PIN

loginlogin
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Implementation of Two-Factor 
Authentication in Hong Kong

In Hong Kong, AIs are using PIN as the primary 
authentication means.   The second factor of 
authentication proposed by HKMA is “something a user 
has”. The second authentication factor can take the form 
of either (1) digital certificates, (2) one-time 
passwords generated by a security device or (3) Short 
Message Service-based one-time passwords.

The use of two-factor authentication in Internet banking 
services can improve a lot in the online security.   It is 
because unless a user loses both factors of authentication 
items, high-risk transactions cannot be performed by an 
unauthorized third-party.   In the cyber world, user-ID-
and-password is subjected to brute-force attack, 
intelligent guess, social engineering attack or 
voluntary/involuntary leakage by a user.  However, 
“something a user has” is much harder to break since it 
involves a physical object that a user possesses.

For security device or SMS-based (mobile phone as 
receiver) one-time password, an attacker must obtain the 
device in order to obtain the one-time password, which 
changes from time to time.   The attack techniques like 
keylogger, network sniffing and session replay attack are 
no longer effective because the one-time password will 
be obsolete after a number of seconds.   Disclosure of 
the one-time password to an attacker who then replays a 
session is hardly feasible.

For the digital certificate method, a digital certificate 
(e.g. the e-Cert of the Hong Kong Post) has to be loaded 
to the browser that will be used to authenticate the 
transaction.   In the case of e-Cert, it can be stored in 
Smart ID Card, USB token or floppy diskette.   A certain 
device connecting to the computer is required (a Smart 
ID Card reader, USB port or floppy diskette drive where 
appropriate) to read and then load the e-Cert to the 
browser. This method requires some device & setup 
work and is comparatively more complicated and less 
convenient to use than the security device or SMS-based 
one time password. However, the digital certificate (if it 
is issued by a third party e.g. the e-Cert of the Hong 
Kong Post) also has her advantages. A digital certificate 
can be used in multiple applications. It can be used in 
different online transaction web sites. Furthermore it is 
multi-purpose, for example, it can be used to sign or 
encrypt emails. 

For the method of one-time passwords generated by a 
security device, a user just needs to input the number 
shown on the device at the time of making the 
transaction to the electronic form in the browser in order 
to complete the transaction.  The number (which is the 
one-time password) keeps on changing after a certain 
number of seconds.  It is easy to carry and use.  However, 
this security device can only be used for the website of a 
certain bank.  You can imagine that this solution has a 
problem in scalability. You cannot carry several security 
devices in your key-ring for the various banks you 
transact.

For the method of Short Message Service-based one-
time passwords, it is also convenient to use given the 
high penetration rate of mobile phones in Hong Kong.   
At the time of making the transaction, a user will receive 
a one-time password via SMS and the user then inputs it 
to the browser screen to complete the transaction.  This 
is perhaps the method with the minimal investment.  
However, the mobile telecommunication network is not 
designed to handle such critical information.  The data 
transmitted is error-prone.  Furthermore, the user might 
not able to receive signal in certain locations subjecting 
to the coverage of the network.  Hence, integrity and 
availability of one-time password is not guaranteed.

Two-Factor Authentication in
Hong Kong Internet Banking

Digital certificate in 
Smart ID Card

One-time password on 
Security Device

One-time password in 
SMS
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Is Two-factor Authentication a Silver 
Bullet Solution?

Though two-factor authentication can improve a lot in the 
online security than the traditional user ID and password 
method, users should not be careless or overlook some 
basic security measures (say, be very careful with the 
identity of the website in disclosing personal information, 
installing/enabling firewall, anti-virus, anti-spyware, etc.).

An attacker may not be able to break the two-factor 
authentication, but he/she can implant a Trojan on a 
machine and take control of it.  Depending on the strength 
of the online application in integrity checking, an attacker 
may piggyback on the user’s logged-in session and 
modify the transaction detail like the amount and 
beneficiary account.  As pointed out by the renowned 
cryptographer Mr. Bruce Schneier, apart from Trojans, 
phishing and man-in-the-middle attack may arrive at 
similar effect.  Information security is an arm race.  
Attackers will develop new strategies to break new 
authentication techniques. [3]

Looking Forward

Hong Kong is a major financial centre in the world.  
Keeping a secure and robust financial environment is vital 
to Hong Kong’s economic development.  We must deal 
with the threats of online fraud and phishing attack 
effectively.  The two-factor authentication implement-
ation is an important move for Hong Kong to improve 

[1]  “加強保安網銀推雙重認證”,Sina.com.hk News, 31/May/2005, 
http://news.sina.com.hk/cgi-bin/news/show_news.cgi?ct=headlines&type=headlines&date=2005-05-
31&id=1116464

[2]:  “Strengthening Security Controls for Internet Banking Services”, HKMA Guidelines and Circulars, 23 June 2004 
http://www.info.gov.hk/hkma/eng/guide/circu_date/20040623e1_index.htm

[3] “The Failure of Two-Factor Authentication”, Schneier on Security, 15 March 2005
http://www.schneier.com/blog/archives/2005/03/the_failure_of.html

[4]:  “ING Luxembourg to roll out Vasco Digipass authentication tokens”, Finextra.com, 30 November 2004
http://www.finextra.com/fullstory.asp?id=12925

[5]: “US regulator urges banks to upgrade Internet security”, Finextra.com, 15 December 2004
http://www.finextra.com/fullstory.asp?id=13001

the online security and set a good foundation for future 
growth of related businesses of the financial services. 

Two-factor authentication is becoming the norm of the 
current online transaction security.   Hong Kong is 
among the pioneers to adopt two-factor authentication in 
online banking in the world. Early adoptions were seen 
in European countries like Luxembourg, who deployed 
two-factor authentication around the end of year 2004 
[4], i.e. about half year ahead of Hong Kong.  In United 
States, the adoption of two-factor authentication is slow.  
In December 2004, the Federal Deposit Insurance 
Corporation of US urged banks to abandon single 
password-based ID systems in favour of two-factor 
authentication following a sharp rise in “account 
hijacking” ID theft.[5] It is still early to evaluate the 
effectiveness of two-factor authentication but we are 
seeing more and more countries jumping on to the boat.

Besides the two-factor authentication, banks are 
enhancing their online application so that they are more 
resistant to data integrity attack, something that two-
factor authentication may not be able to solve. Banking 
technology providers are researching on new 
technologies that give a better authenticity of banks or 
merchants to users.   Users may enter personalized 
greeting and choose customized graphics to be displayed 
when they log in a certain online account.  The 
personalized and dynamic graphics can create a much 
greater hurdle for attacker to spoof a banking web site.

 copyright Alan Ho, 2005 

Two-Factor Authentication in
Hong Kong Internet Banking

Reference

Copyright owned by the 
author. This article is the 
views of the author and 
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Denial of Service Attack

Background

In short, DOS attack usually generates overwhelming 
amount of electronic data request to a service or a 
website and thus overloads the machine(s) supporting 
these services. Distributed DOS is a variant of DOS 
where a large number of remote computers are 
orchestrated to attack a target at the same time.  The 
immediate material effect is that legitimate users cannot 
access the service for the period of attack. The long-term 
implication of DOS attack is increasing operating cost of 
companies running web-based services as additional 
devices/manpower are needed to prevent/detect DOS 
attack.  When a company has a committed service level 

to their customers, DOS attack is a threat.

UK legislator Derek Wyatt cited a particular incidence: 
[2]

Criminal DDOS attacks are being made on gambling 
websites both in the United Kingdom and elsewhere. 
Such attacks are accompanied by demands for 
amounts between £10,000 and more than £100,000 
to make the attacks stop. The impact on gambling 
businesses has been severe.

The Proposed legislation

Mainly, legislator proposed to insert 2A and 2B. A 
subsection 2A(1) is extracted below: 

The later part of this legislation (not shown) defines 
“requisite intent” and “unauthorized”. It is difficult to 
understand all the terms in the legislation and a 
simplified hypothesis scenario will help to explain it. 
Under the proposed legislation, a person is guilty if he

Antony Ma CISA
Program Director

DOS (Denial of Service) or DDOS (Distributed Denial of Service) attack is a unique 
phenomenon of cyberspace. DOS attack is both difficult to defend and trace back since 
any two nodes on the Internet can be connected, any computer can be an agent of DDOS. 
Legislator in UK proposed  an amendment to Computer Misuse Act 1990 (CMA) on 5 Apr 
2005[1]. If being passed, the law will make the act of DOS attack a criminal offence. This 
article will discuss the proposed legislation and its impact. 

“2A Denial of service
(1) A person is guilty of an offence if, with the 

requisite intent—
(a) he does any act—

(i) which causes; or
(ii) which he intends to cause, directly or 

indirectly, an impairment of access to 
any program or data held in computer A;

(b) the act is unauthorised; and
(c) he knows at the time when he does the act that 

he is doing so.”
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intents (or succeeds) to damage the performance of
other computer (which is not belonged to him or without 
permission from its owner), knowing his act will impair 
others to access the affected computer. Section 2B titled 
“Denial of service with intent to commit or facilitate 
commission of further offences”, says it is a criminal act 
if a person relies on DOS attack to commit other 
offences, like blackmailing. The maximum penalty of 
2A offence if convicted is 2 years imprisonment or a fine; 
or both. The penalty of 2B will depend on the “further 
offences” committed. 
The proponent of the legislations suggested that since
Computer Misuse Act 1990 only specified “unauthor-
ized” access to computer as a crime, people organizing 
and performing passive attacks like DOS and DDOS 
cannot be prosecuted by current laws. Thus, a new 
section should be added. Currently, most law is still 
revolving around the concept of protecting the property 
of individuals and classifies computer/ data as a kind of 
property. [3] Unauthorized access to computer/data is 
treated as theft of computer/data. Within current legal 
framework, protection on the availability of information 
is undefined. People committing DOS attacks do not 
handle or own the computer/data in any way. They 
usually send huge amount of traffic to the server and 
ignore any reply from the server, thus computer/data is 
not damaged or disclosed. Since availability of 
information is vital to the stability of society, the 
proposed legislation tries to address this unprotected 
dimension and may write a new page in cyberspace 
regulations.   

Analysis

Creating a new criminal offence is a serious matter in 
public policy. We have to consider many factors; among 
them the most important factor is whether the legal net 
stretches too wide and may possibly catch the wrong fish? 
For people living in the cyberspace, they must have the 
assurance that they are not walking in a legal minefield 
where each step will end up in jail. Such assurance not 
only foster cyberspace development, it also creates a 
balanced environment between law enforcement agents 
and individuals. On the other hand, we have to consider 
damages of the

punished act itself and its associated social cost. If
such act cannot be effectively controlled in other means 
and criminal prosecution may be an alternative. 

Case Studies

In Hong Kong, two particular incidences should be 
considered for DOS. 

Since 2002, Immigration Department Marriage Registry 
only accepts booking of marriage time-slot via website 
(http://appm.esdlife.com). To-be bride or
groom will need to enter their personal information and 
choose a wedding date/time via the website. Obviously, 
the number of government officer is limited and on each 
day there is a maximum number of registrations. This 
limitation created a hurdle for them since they are not 
sure they are able to obtain a time-slot at destined 
Marriage Registry. The problem is magnified with some 
Chinese people believe wedding should only be held on 
some god-blessed dates and a lot of people concentrated 
on the same date for wedding. As a result of resource 
limitation and traditions, people have to compete with 
each other and try to register before the daily limit 
reached. In some cases, they ask friends to help them to 
register at different locations and increase the chances of 
registration on their preferred-date. In the extreme, the 
act of having friends to click on the same website at the 
same time is a human-version of coordinated distributed 
denial of service. The system may not be able to serve 
all the users and some users may not be able to access 
the system. 

Another example within commercial context is around 
data services. There was an incidence where an online 
banking customer used automated tools to extract real 
time stock index from an online banking website. Since 
this services is offered free of charge, the tool runs 
continuously to fetch data and generates so much traffic 
to a level that it alerted the system administrator. 
Although the user and login account can be identified, 
little can be done to this user since the bank may not 
have legitimate ground to disable this online banking 
account or the automated usages of the account. When 
more than one-person uses automated tools, the problem 
may become a DDOS

UK Legislates against Denial of Service Attack
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attack and the online banking infrastructure may not
be able to support the demand for bandwidth and CPU 
resources. 

mastermind who coordinated these people. The former 
one is definitely authorized but the latter one that causes 
the DOS attack may or may not be authorized and will 
need to be decided in court. But we should ask “Is the 
proposed legislation too broad as to cast doubt on a 
normal usage of web services?”

In the second example, it is the use of automated tools 
that overloaded the website. The tool itself is fully 
legitimate as technically it is no difference from a 
browser with some automation. The user by using a 
different tool to visit a website should not be prosecuted 
under criminal law. This situation could be resolved 
using commercial terms or technically by IP bandwidth 
management. 

There is no definite conclusion on what mean by 
“authorized” yet. Judges considering all the facts will 
decide this when real cases are presented. However, 
most people would agree that people involved in both 
situations should not be prosecuted with criminal offence. 
There are lawful and legitimate uses of the web services 
and other situations exist where users are unintentionally 
creating a “DOS attack” to the services provider. Since it

is technically difficult to distinguish traffic from 
legitimate user with DOS attack traffic, it is even more 
difficult to objectively distinguish the act generating the 
traffic. 

not yield any productivity. If malicious DOS attackers 
are not prosecuted (as the current law does not protect 
availability of information), our economy will spend 
resources on guarding an uncontrolled risk. Stretching 
the law to recognize and protect the availability of 
information is a right and inevitable movement. 
Nowadays, website like Yahoo and eBay must run 24x7 
in order to satisfy their customers from different time 
zones of the world. Cyber-citizen scattered in every 
corner of the world is always active and demanding 
services. Moreover, with the introduction of e-
Government, online banking and online ticketing, the 
life in 21st century could be serious affected when there 
is unscheduled down time of systems. Availability of 
online systems is as important as availability of 
electricity and must be protected. This protection should 
not only come from the individual company but also 
from police force as it has long-term social consequence 
and affects our society stability. The amendment to 
CMA will enable police force to prosecute DOS 
attackers and clearly indicate to the public that DOS 
attack is an indictable offence.

Are the people in aforementioned 
fall into the net laid by the proposed 
legislations in UK? Their actions 
definitely satisfy 2A(1)a “cause an 
impairment of access to any 
program” and 2A(1)b “he knows at 
the time when he does the act that he 
is doing so”[4]. 2A(1)c which states 
only acts that are “unauthorized” 
will be prosecuted. But there are two 
components of act within each 
situation. Consider the case with 
booking wedding registrations first, 
there are two components of act, the 
first one being a single user clicking 
and registering; the second 
component is asking a group of 
people to click on a website at the 
same time, assuming there is a  

Drafting a new legislation on DOS 
attacks is a challenge since the 
legislation is trying to protect 
availability of information. The 
proposed legislation may not be
clear in distinguishing different types 
of actions causing unavailability. 

However, in the context of DOS and 
DDOS, legislation is a necessary step 
to protect social stability and 
minimize cost of operating online 
services. Although there are many 
technical solutions to reduce the 
effect of DOS attacks, there is no 
solution that can effectively prevent 
or stop DOS attacks. The cost spent 
on these technical solutions also does

UK Legislates against Denial of Service Attack
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Summary

DOS attack being passive in nature and only disturbing 
system availability within a limited time span is difficult to 
trace back and prosecute with current laws. This legislation 
shows UK legislator’s effort to prevent and regulate 
cyberspace shows their dedication to cyberspace safety and 
willingness to enhance their regulatory framework. The 
enchantment to include the protection of information 
availability is in a right direction since our modern life 
depends a lot on various online services. The wordings and 
interpretation of propose legislation may be unclear in some 
contexts considered. Judges should consider all facts when 
deciding cases. When law is applied in real cases and there is 
precedence, we will enjoy the benefit of regulated 
cyberspace. 

 copyright Antony Ma, 2005 

Reference

[1] Derek Wyatt(MP) motioned a10 minutes private member bill and the proposed bill did not pass second reading at the 
UK Parliament. He also propose to increase the sentence for hacking from six months to two years. His motion 
although passed first reading did not receive a second reading since the PM ordered the Parliament to dissolve on 11 
April.

[2] Text of Derek Wyatt motion to the Parliament. 

[3] In Hong Kong, government amended Theft Ordinance (S11) – Burglary to include protection of data. 

[4] Another analysis would be via the line of objectivity. Objectivity which is a fundamental doctrine of criminal law 
within common law context, deals with who’s standard should the jury adopt to make their judgment. Should the 
defendant’s act be judged according to an objective point of a reasonable person (i.e. anyone with a clear mind) or a 
subjective point of the defendant at the time of committing offence (i.e. taking all the particularities of the individual)? 
In UK, with the blow of EU Human Right legislations, case law trends to adopt the subjective standard. This article 
does not go into this direction of analysis as it is more a legal analysis concentrating on legal principles rather than a 
technical one. 
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Please contact the 
Program Directors for a 
list of programs and the 
procedure to join.

PISA Program Uniqueness

The PISA program calendar is fully filled with attractive events, 
from seminar, workshops to visits. PISA programs are 
recognized by (ISC)2 in the CPE submission.

Many PISA programs are prepared by our fellow members for 
our fellow members. Our programs feature high quality with 
strong hands-on sessions. Furthermore, we do not charge any 
fee in PISA organized seminars.

Program Calendar 2004-05

The list of programs in the past 12 months can best illustrate the 
above citations.

Behind the Successful Program
It is not only a strong EXCO to push the programs. Definitely 
the strong Program Committee is a major contributory factor. In 
the past years, 40% of the members had been involved in the 
delivery of the programs. Such high participation is a record!

Program Committee

What is Program Committee?

Program Committee is a working committee set up by 
EXCO on a yearly basis to assist PISA program 
development. Program Committee members are 
organized in project groups. 

Who can join the Program Committee?

Any PISA member, regardless of membership class can 
join, provided they commit to deliver in PISA projects or 
programs.

What Projects are available to join?

The projects and programs are determined by the EXCO 
with the program committee members every year. 

This year, a tentative list of projects and programs has 
been listed, e.g. Computer Forensics, Mobile Security, 
Prelude IDS, Security Log Management, Honeynet 
Study, Critical Information Infrastructure Protection…
and more. 

Three sub-committees are also formed.

Can I suggest new programs?

Yes, please! This is most welcomed. The EXCO is open 
to any suggestions. Please just contact our Program 
Directors.

Committee Functions
Web & 
Infrastructure 
Committee

- Support new  w eb server
- Design member only session
- Security Monitoring of w eb server 

Public Policy 
Committee

- Give comment on govt/ info-sec related policy
- Participate in forums

Editorial 
Committee

- Publish PISA Journal 
- Photography 
- Design promotion materials

Program Committee - a platform for you to contribute and to develop yourself

How to join the 
Program 

Committee?

How to join the 
Program 

Committee?

Alan Ho
alan.ho@pisa.org.hk

Antony Ma
antony.ma@pisa.org.hk

Event Month
PISA Cafe Aug-05
CISO Roundtable Jun-05
Business Impact Analysis Seminar May-05
WLAN WarDriving 2004 Seminar Apr-05
School Information Security Seminar Apr-05
Business Continuity Management Seminar Apr-05
VOIP seminar Feb-05
Visit: Poly U Biometrics Research Lab Feb-05
School Security Self-Assessment Seminar Jan-05
Annual Dinner Jan-05
Computer Forensics Demo Seminar Jan-05
Information Security Summit 2004 Nov-04
Phishing Exposed Demo Seminar Nov-04
Expert Evidence and Expert Witness Sep-04
Anti-Spam Technologies Analyzed Aug-04
ITFC Election Forum Aug-04

Event Type PISA Speakers
External Speakers
Hands-on Demonstration or Exercise
Visits
Networking

Event Fee Free-of-Charge to members
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In Apr and May 2005, PISA organized the Business Continuity Management
Seminar Series. We invited Dr. Goh Moh Heng of DRI Asia to present on the 
seminars. We have planned another seminar on “Auditing & Reviewing Your BCP 
Program” but it could not be realized in July 2005. We hope to make it in the future.

We Share, We Progress.

Business Continuity Planning 
Project Management Seminar 
(Apr-2005)

Dr. Goh Moh Heng delivered the seminars for 
PISA members only. Two lucky attendees 
received a copy of Dr Goh Moh Heng's book 
"Managing Your Business Continuity Planning 
Project“.

Conducting Your Business Impact 
Analysis Seminar 
(May-2005)

Dr. Goh Moh Heng delivered the seminars to 100 
participants of PISA and supporting organizations. 
Two lucky attendees will received a copy of Dr Goh 
Moh Heng's book "Conducting Your Business 
Impact Analysis“.

Event

Snapshot
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We Contribute. We Achieve.

Cisco Lab Visit
The seminar was followed by a visit to the Cisco 
laboratory. Sunny Chan was introducing to PISA 
members the VOIP network equipments in their 
centre. It was a very fruitful afternoon for the 
participants. 

Telecom Fraud & VOIP Security  
Seminar (Mar-2005)

Speakers [from left]:
Mr. Jim Shek (PISA) spoke on Telecom Fraud;
Mr. Sunny Chan (Cisco), and
Mr. Raymond Chu (Cisco) spoke on VOIP Security

Event

Snapshot

CISO Roundtable (Jun-2005)

Senior management in Information Security from
corporations of different sectors shared with PISA 
members the life being a CISO or alike. It was an 
interactive and interesting evening.

Mr. Jim Shek (PISA)
Mr. Victor Tsang (Panelist, PISA)
Mr. Pete Lam (Panelist, guest)
Mr. Vincent CC Chan (Panelist, PISA)
Andy Ho (Moderator, PISA)
Sang Young (PISA)
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PISA Cafe Networking Hours
(Aug-2005)

Andy Ho, our Chairperson in the gathering. 
Also in the foreground was Lydia Chan, our 
active program committee member.

We Exchange. We Collaborate.

Event

Snapshot

Chester Soong (second from the right), our 
Honorary Advisor, was in the gathering 
with our program committee and 
members.

Next ChangeNext Change

Just  Just  
CompletedCompleted

Just  Just  
HeldHeld

20052005
Date: 24-Sep-2005 (Sat)
Time: 2:00-5:30pm
Venue: City University

Annual General Meeting 
& EXCO Election

Seminar Speaker:
Mr. Ricky Lou Seminar: Bypassing the Firewall

Members Only
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Jim Shek (PISA) introduced the WLAN War Driving survey 2005.

Information Security profession resonated on the Information Security 
Development of Hong Kong (4-Jul-2005)

HKCS ISSG
Hong Kong Computer Society  
Information Security Specialist 
Group

ISACA
Information Systems Audit and 
Control Association

ISFS
Information Security and 
Forensics Society

ISSA
Information Systems Security 
Association

WTIA
Hong Kong Wireless 
Technology Industry 
Association

AcronymsAcronyms

Our achievement is not determined by resources, but by our commitment to the vision.

Following the success of the War Driving 
2004-2005, PISA, WTIA and eZone jointly 
organized the awareness promotion seminar.

Mr. Alan Tam, the PISA side Project Leader 
said, “Besides benchmarking the 802.11b/g 
growth with the previous years findings, the 
War Driving Team had carried out two 
distinctive tests. First was the connection test 
that proved a distant connection is totally 
feasible. Second was the use of GPS and 
mapping software can help to plotting the 
profile of signal strength distribution. 

Jim Shek and Sang Young  were the PISA 
speakers of the seminar.

Wireless LAN Security Awareness Seminar for the public (30-Apr-2005)

PISA and several other information security 
groups in Hong Kong had jointly organized 
a Hong Kong Information Security Annual 
Survey. The result of the survey was 
announced on July 4, 2005 and drew quite a 
lot of media attention. The opinions of 
information security professionals as 
reflected in the survey fully concurred with 
the Paper previous submitted to the 
Government on the Top Ten Information 
Security Issues.

The other organizers included HKCS-ISSG, 
ISACA, ISFS, ISSA and the Office of C.K. 
Sin ITFC Legislative Councilor.

Photo on the Right:
Representatives at the Security Survey 
Press Conference
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AiTLE
Association of IT Leaders in 
Education

HKACE
The Hong Kong Association for 
Computer Education

AcronymsAcronyms

As for the unique contribution of PISA 
to the school information security and 
the WLAN security for Hong Kong, 
we were invited to the Wireless 
Campus Forum to foster a innovative 
and yet secure WLAN environment for 
schools in Hong Kong. Our Vice 
Chairperson S.C. Leung acts as PISA 
representative to the forum.

Our WLAN Project Group Leader Mr. 
Sang Young, who was also our ex-
Chairperson, was invited to deliver a 
talk to the schools on the security 
threats of WLAN and the security 
measures to defend the attacks. 

School Security Review Self-
Assessment Demo Seminar 
(Mar 2004)

PISA worked with AiTLE and HKACE, 
to publish a “School Security Review Self-
Assessment Handbook” in Q1 of 2005. 
The project team followed up with a 
demonstration seminar to instruct 
teachers and IT coordinators of schools 
how to take advantage of the handbook. 

Photo on the right:
[From Left] Raymond Lo and Roland Cheung 
in the “Security Assessment Demo Seminar”

Sang Young (PISA)  spoke to Schools at the WLAN Security 
Seminar organized by Wireless Campus Forum.

Contribution to the Information Security of Schools

Wireless Campus Forum:
WLAN Security Talk 
(26-Feb-2005)

Our vision provides us our destination. Our missions provide us the directions.
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to be the prominent body of professional information security practitioners, and utilize 
expertise and knowledge to help bring prosperity to the society in the Information Age

Vision

Many Ways

Successful Career Networking
Enjoy networking and 
collaboration opportunities 
with other in-the-field 
security professionals and 
exchange technical inform-
ation and ideas for keeping 
your knowledge up to date

Professional Recognition

You Can Benefit

Continued Education

Check out job listings 
information provided by 
members. Get information  
on continuing education 
and professional certification 

Enjoy the discounted or free 
admissions to association 
activities - including seminars, 
discussions, open forum, IT 
related seminars and 
conferences organized or 
supported by the Association.

Sharing of Information
Find out the solution to your 
technical problems from our 
email groups and connections 
with our experienced members 
and advisors.

Realize Your Potential
Develop your potentials and  cap-
abilities in proposing and running 
project groups such as Education 
Sector Security, WLAN & Bluetooth 
Security, Honeynet, Public Policy 
Committee and others and enjoy the 
sense of achievement and recognition 
of your potentials

http://www.pisa.org.hk

Membership Requirements

• Relevant computing experience (post-qualifications) will be counted, and the recognition of 
professional examinations / membership is subject to the review of the Membership Committee. 

• All members must commit to the Code of Ethics of the Association, pay the required fees and abide by 
the Constitution and Bylaws of the Association

Qualifications Relevant Experience
Full 500 Recognized Degree in Computing 

discipline, OR other appropriate 
educational / professional qual.

3 years Info-Sec working experience

Associate 300 Tertiary Education Info-Sec related experience

Affiliate 300 Interested in furthering any of the 
objects of the society

Nil

Membership 
Type

RequirementsAnnual 
Fee (HK$)

Enquiry email:
membership@pisa.org.hk

Membership 
Application Form:
http://www.pisa.org.hk/me
mbership/member.htm

Code of Ethics:
http://www.pisa.org.hk/ethi
cs/ethics.htm

Membership
Information
Membership
Information

Professional  Information  Security  Association

Benefit from the immediate 
access to professional 
recognition by using post-
nominal designation

Be up-to-date and be more 
competitive in the info-sec 
community – line up 
yourself with the resources 
you need to expand your 
technical competency and 
move forward towards a 
more successful career.
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Wanted: Contribution to PISA Journal

The Executive Committee Election is held annually to 
elect candidates to fill the vacancies of the EXCO.

FOUR new EXCO members will be elected without 
post assignment. The new EXCO will decide among 
themselves the post of Chairperson and other posts.

Eligibility of Candidate

• Only Full Members are entitled the right as a 
candidate running for the election of EXCO

• Full Members and Associate Members are 
entitled to nominate, second nominations and 
vote.

Nomination Procedure

• The Election Committee will announce 
forthcoming elections and call for nominations 
at least 28 days in advance of the AGM. The 
candidate shall be nominated by one voting 
member, and seconded by another voting 
member, no later than one week prior to the 
election date. 

• Candidates who have been nominated and 
seconded shall confirm to the Election 
Committee that they wish to accept the 
nomination

Your participation 
makes a difference.

17-Sep-2005 Deadline of Nomination
24-Sep-2005 Election in the AGM

We are calling for contribution to the next issue. 
We also welcome any suggestion on topics and 
themes. 

We are recruiting members of the 
Editorial Committee to help editing and 
design.

Next Issue:  MARCH-2006
• Bluetooth Security
• Critical Information 

Infrastructure Protection

Schedule Direction

Vacancies of Retiring Executive 
Committee members shall be elected with 
2-year term; plus

Vacancy of Replacement for one resigned 
Executive Committee member  shall also 
be elected with 1-year term.

33
11

Copyright   2005 
Professional 
Information Security 
Association.

All rights reserved.

Vacancies

Please contact the editor (editor@pisa.org.hk)




